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sensitive mechanisms causing RF rectification legs proposed.
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CHAPTER 1 INTRODUCTION

The effects of electromagnetic interference ontedaes have been directly
attributed to the RF signal or to the rectificatafirmodulated RF signals. Previous work in
RF injection experiments has examined the propawmgallays, logic state changes and
latch-up due to the RF signal for frequencies belmtransition frequency+f of the
circuit tested. Above the transition frequencgiofuits, errors have been associated with
the induced low-frequency voltages due to thefieation effects of the RF. Although
rectification has been observed in discrete trémrsist microwave frequencies, the most

susceptible components in more complex logic disduave not been identified.

1.1.Background

The literature on experiments examining the effect EMI on electronics have
been found to focus on two different frequency emghe regions below and above the
rolloff frequency of the circuits under test. hese earlier cases, test frequencies were kept
under 800 MHz. This range is where the RF hadextleffect on the circuit. And above
800 MHZ, the rectification of RF signal was obserte have more of an impact on
causing effects in circuits. A brief summary afsk studies is provided below to give an
idea of the effects observed and the ideas eaitte gftudies proposed as potential
problems.

In 1985, Tront injected CW RF signals at frequesaf 100 and 220 MHz into the
junction between a NMOS driver stage and a NMO$ebstage while simultaneously
stimulating the driver circuit with logic. The etfts observed included the logic pulses
changing state, logic pulse propagation delay,cedit latch-up [1]. This research
investigated state changes and other effects dile @irect influence of the RF signal, and
showed how the relationship of the phase of theiBiRal could affect the propagation of
logic pulses through digital logic circuits. Lauexamined the effects of inverters by
direct injection between CMOS inverter stages andrgstal oscillators [2]. The devices
tested were CD4007A inverters arranged in a sarisgnulate a realistic logic circuit
environment using a coupling capacitor solderdakeiveen two inverters to inject RF

signals. The direct injection experiments usedri@guencies of 5, 10, and 50 MHz. A



loop antenna was incorporated at the injectiontgoihelp the coupling of RF into the
system, used for test frequencies up to 200 MHaurib noticed resonances associated
with the antenna helping to boost the amplitudéhefRF signals which had greater
influence on the effects observed in his testing.

Boeing’s Integrated Circuit Electromagnetic Immyritandbook covered the
systematic power threshold testing of various latgeices in the late 70’s with follow-up
testing in 1999 [3]. Experiments cover the frequerange of 10 MHz to 10 GHz with
power levels up to 27 dBm. Logic families testecluded TTL, LS and ALS. These
rigorous experiments injected RF signals into ki, output, and power supply pins of
several types of logic devices comparing the tholelspower curves for the separate cases
when the input was in the low and high logic levedgisceptibility in the devices tended to
be below 1 GHz and at power levels above 20 dBdicating increasing required power
with frequency.

The effects of microwave and RF signals causingesobrs by rectification of ?7?
were investigated as early as 1975 by Richardsanexbmined rectification by bipolar
and field-effect transistors from 1 MHz to 10 GHZ% {[7]. Simple models for the
rectification effects were based on small signalysis and the characteristic equations for
the transistors. Current and voltage rectificaiensitivity were determined theoretically
and compared with measured results. Richardsomignsrihe inductance of the bonding
wires is approximately 3 nH for his circuit and MEEST gate capacitances were measured
around 0.5 pF. Any effect of resonance due tcetikesnponents would be well above the
10 GHz range.

A series of experiments performed by Kenneallkéabinto the effects of ESD
protection devices in MOS devices and the susakptibf CMOS and low power
Schottky type logic circuits to injected RF signi@k- [10]. One set of experiments
showed the partial removal of the ESD protectimuds in an 8086 microprocessor led to
an increase in the required CW power to cause ctaieges [8]. Kenneally pointed out the
circuits in question had rolloff frequencies aro®@d MHz, below which circuits were
directly susceptible to RF signals. Kenneally et that above the transition frequency

(fr) of the circuits tested, the circuits tended t@bsceptible to the induced rectified bias



shifts causing upset and timing errors [8]. Tegtibout 800 MHz was not performed

because of a belief that the effect of input indoce would not be a factor until 20 GHz.

1.2. Motivation for Study

Initial high frequency (300 MHZ — 2 GHz) testing werformed on computer
DRAM memory modules showed RF rectification wasucetl at the injection points.
With increasing power memory, bit errors were degas well as periodic computer
failures depending on frequency and power levilsasured threshold power levels for
CW and pulse modulated RF signals with a duty famt®0 % showed a difference
between 7 and 10 dB in peak power to cause eff@d¢tese tests agreed with those
previously found in the literature, pointing to tleetification effects being effective at
causing errors in digital electronics. A short dsgion on the DRAM memory experiments
is provided in Appendix A.

This testing led to interest in performing expernitseon the basic logic circuit
building blocks to determine why modulated highgtrency RF signals had more effect on
the DRAM than in the CW case. We were interestezteating a controlled environment
to eliminate the complexities of larger systemsyéwer, having the most basic circuitry
found in modern electronics. Although several $ypediscrete circuits have been
previously determined to rectify RF, no candiddtage been proposed and proven to be
the most sensitive to rectification in integrate@duats.

We also wanted to use low duty factor pulse moddI&F to eliminate thermal
effects in the devices. Previous studies alsoe@maol focus only on the threshold power
levels of high frequency signals to cause effettss is partially due to the limitations of
the equipment at the time including the samplingsand abilities of available
oscilloscopes. Of interest in this study are #raducible effects that can be caused by
low-power RF pulses on electronics, attemptingisoaler all of the induced behaviors

within the circuits and being able to model theféects.

1.3.Organization of Thesis
This thesis focuses on the rectification propsiethe input ESD protection circuit

and the effects of resonances found at the ing@MOS inverters. Several logic families



of CMOS inverters from different manufacturers hbeen tested to observe and measured
the various effects of RF on the circuits and theorto determine the sources of these
effects. The goal was to perform very thorough arpents, in depth research of circuit
components, and the building of computer modetspooduce the effects observed in our
measurements.

Chapter 2 will introduce the fundamental circtiitat make up the input circuitry to
the CMOS inverter. ESD protection devices areflgradiscussed covering different
topologies common in modern electronics. The begi@tions for the diode were used to
determine the parameters, which affect rectificatiensitivity an RF signal to cause state
changes in digital electronics. Equations basethemperation of the CMOS inverters
show insight into the parameters required to cguséverter to switch.

The results of the measurements used to deteeffeets and their sources are
covered in Chapter 3. Input port characteristitsgive insights into the mechanisms
dominant to DC and AC stimulus. These measurenvesis intended to be the basis in
building computer models. Power threshold expenievere used to determine the
differences in susceptibilities of different inpogic states as well as to other circuits.

Finally, the results of simulations in comparisomeasured effects are covered in
Chapter 4. Models designed from the parameteraagtl in the previous section were

simulated to match results to the observed measmtsm



CHAPTER 2 HIGH SPEED CIRCUIT CHARACTERISTICS

2.1.Introduction

The two main fundamental structures of CMOS irersraaire the ESD protection
devices, located at the input and output portb®fevice, and the inverter itself. ESD
protection device topologies differ with almost vdifferent class of logic family
available. However, each one of these topologietaats at least one p-n junction, which
is the fundamental physical component of a diodhe. fdllowing sections will focus on the
various topologies of ESD protection devices, thgibequations of the ideal diode, and
the characteristic equations for the CMOS inverter.

2.2. ESD Protection Device Topologies

Electrostatic discharge (ESD) was recognized@dential threat to circuits early
in the development of digital electronics. Pot@rdifferences between chips and insertion
devices (human hands and insertion machines) goseuaces for a possible discharge
event, which could destroy a circuit before itver integrated into the destined circuit.
Gate oxides can break down with an applied elefigid less than 6MV/cm, amounting to
6 V across a gate 10 nm thick oxide [11]. ESDegutibn devices have been nominally
integrated into the input and output ports of aitdl devices in order to source or sink
current away from the gate oxide during an ESD even

ESD protection device topologies differ from oagit family to the next and vary
with every manufacturer. These devices may cotainmgle diode, several stages of
diodes, in-line resistances to suppress currekéspor more advanced components such
as thick field oxide devices or silicon controliegdttifiers. Although the ESD topologies
differ with logic families, the same topologies ammally used within a given logic
family [12].

ESD protection devices are placed into two difiesdassifications defined by
operation, breakdown and non-breakdown. The neaKkalown components, such as
diodes, BJTs and MOSFETSs, operate near normal opg@arameters, are well

understood and the easiest to model. One disaay@t non-breakdown ESD



components is the size of the device, which caortders of magnitude larger to the
circuits they protect as seen in Figure 1 that shibv layout of the ESD protection diodes,
bonding wires, CMOS inverter, power supply bus, graind bus [13].

Manufacturer's datasheets containing block diagrafithe ESD devices found in
the circuits tend to use very basic circuits tmgigthe basic functionality of the protection
used. Examples of commonly found ESD protectiooltmgies are shown in Figure 2,
demonstrating single diode structures with and euttdiffusion resistors, gate grounded
NMOS (ggNMOS) and the PMOS equivalent, and a tapplesing Zener diodes.

Breakdown devices do not normally work in normagi@tion of the semiconductor
and are designed to handle extreme ESD eventseavices are much harder to model,
but are more area efficient. The main mechanisntisese devices are reverse avalanche
breakdown or a forward snap-back voltage breakdolire breakdown devices include
[14]:

- Thick Field Oxide (TFO)

- Zener Diodes

- Grounded Gate NMOS (ggNMQOS)

- Silicon Controlled Rectifier (SCR)

- PIPE (punch through-induced protection element)
- LVSCR (low voltage SCR)

- GCNMOS (gate-coupled NMOS)

- Bimodal SCR

- Spark Gap

All of these devices realized in semiconductorga@o at least one p-n junction.
Even though the non-breakdown devices may opearaeegion outside of normal
operation in the case when an ESD event occurgwhieoperate as predicted in normal
operating regimes (for example, a Zener is somstimsed for its reverse breakdown
characteristics, however, it will operate like amal diode in its forward biased region).

In normal CMOS operation after the device has lestalled into the destination
circuit, ESD events are not expected to occur badESD protection devices are
electrically turned off or reverse biased.



Figure 1. CMOS inverter layout showing the exteraad internal bonding
pads, bonding wires, ESD diodes, and single stad®€ inverter. Notice the
difference in size of the NMOS/PMOS ESD protect&inuctures and the
designed CMOS inverter. The bonding wires wereeddd as a visual aid and
may not be to scale [13].

() (d)
Figure 2. Four examples of ESD protection circopdiogies: (a) ground to
signal ESD diode, (b) diffused resistance and sigm¥dd ESD diode, (c) gate
grounded NMOS and PMOS, and (d) zener topology with diodes from

ground to signal separated by a diffused resigtdrizack to back zeners from
signal to vdd.

2.3.Diode Characteristics
A diode is formed when layers of p-doped and nediogemiconductor are
fabricated next to each other creating a potediitdrence between the two layers.
Although there are various different types of d®o@&n, p-i-n, Schottky, Zener, tunneling,



etc), only the p-n diode will be considered in #iscussion. In order to allow current to
flow through the device, a positive voltage musapplied across the p-side (anode) and
the n-side (cathode) in order to offset the po&iiarrier. The voltage to activate the diode
may be DC or AC. When AC is applied to the ternsralthe diode, the AC signal is
clipped or “rectified”, since only one polarity tife AC, if large enough to offset the
internal potential, will cause the diode to allowrent to flow. Diodes have been used to
rectify RF in order to “detect” the signal in hiflequency circuit measurements.

Detection of an RF signal is due to the non-lireféacts of the diode, rectifying the RF and

converting the RF signal into DC and low frequencynponents.

(a) (b) (c)

Figure 3. Diode representations: (a) block diagrdnreversed-biased lumped
element model, and (c) forward-biased model.

2.3.1.l1deal Diode Equations
The current through the diode can be modeled bgrited by the relationship
between the current and applied voltage in thd diede current equation:

l(V)=|s(e”V7$‘-1) 1)
wherels is the saturation currenty is the voltage difference across the cathode aodea
of the dioden is an ideality factor, and; is the thermal voltage. The thermal voltage is
defined akT/gwherek is Boltzmann’s constant, is temperature, arglis the charge of an
electron V; is approximately 26 mV at T = 300K) [15].



After applying a small amplitude AC signal to ttentinuous wave RF signal that
has specified amplitude and frequency and witrattdition of a DC voltage, the applied
diode voltage and current are described as:

V, =V, + Vv, cosf, t) (2)

whereV, is a DC voltagey is the amplitude of a sinusoidal signal, agds the frequency
of the RF signal. Using Taylor's expansion, thebsignal approximation for the diode

current is:

1 V,)=1,+i, =I,+v, cos@yt 5, + G, +O {, ) 3)

(vrf cos(; t))2
2

with the conductance being defined as

1 | +1 , G
Gy == = ol G = (4)
RV v,

wherely is the DC current component duéMg is is the AC current, is the video
resistance, an@ (v ) represents higher order terms [15]. Reducingé#uend order term
in Eq. (3), the new DC current term will createcdtage across the resistance looking out

from the cathode of the diodRd,g) in parallel with the diode video voltage:

V _Vrles 5
det — th(Rload R/) ( )

whereVget is the induced detected DC voltage &gy is the low-frequency resistance as
seen from the input of the CMOS inverter. In Figdfa), detected voltages for saturation
currents between 1nA and 10 nA for a load resistahd MW show rectified voltages for
RF amplitudes up to 1 V. The relation betweendistected voltage andR4,q for a
saturation current of 1 nA and RF amplitudes of 0.2, 1.0 and 1.5 volts is shown in
Figure 4(b). This last relation is important whegic devices such as tri-state buffers,
which vary between a low to high output impedansgethding on state of operation, are

used in ICs.
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Figure 4. Detected voltages for (a) a diode veREsamplitude for several
values of saturation current ang®= 1MW, and (b) with respect to 1/Jg, for
a diode with a saturation current of 1 nA angddf 0.2, 0.5, 1.0 and 1.5 volts.

2.3.2. Bandwidth Considerations

The previous equations assumed the RF signahiincous, and therefore
producing a purely DC voltage term. However, ia tlase where the RF is modulated, the
‘DC’ voltage will have frequency components asstdavith modulation of the RF signal.

The required bandwidth to view the signal can &teinined by starting with a

Fourier transform on the cosine function:
1
X(f)=§[d(f- fo) +a f +f)] (6)

wheref = w/2p andfy = wy2p [16]. Although the transform contains negative freqyenc
components, only the positive frequency componeiitde displayed on a spectrum
analyzer (Figure 5a,b).

Modulation is often used with RF signals and comaegifferent forms including
some of the more common types: amplitude (AM), dssgcy (FM) and pulse modulation.

In the case of amplitude modulation, the equatbritfe signal is defined as:
V, =V, (1+ mcosfy, t)) cosky, t (7)
wherem is the modulation index (normally Om< 1) andus, is the modulation frequency.

Substituting into the small signal current portadrEq. (4) and expanding, the AC diode

current now becomes
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2
i () =v,G,(1+ mcos:/th)cosa/OHVEO G, (+ m cos t*) cbsy,t

m m
= VOGO[COSWOt+E cos, + w, )+E cosy, - w, 1

2 2
+\%G'o[1+m7 +2mcosn/1/mt+ﬁ2 cos®, t+ cosizt

2
+mcos(dy, +w,, X+ mcos(®y, - w, M m7 cost

+m720052(/1/0 +Wm)+% cos 2y, - W, 1) (8)
which shows the frequency content of the modulaigaal. An additional DC term is
added to the term found in Eqg. (7), and the lowegjdency components related to the
modulation frequency are now visible in the speataf the signal of the detected signal
(Figure 5c).

Pulse modulation can be considered to be a platitype of AM modulation. By
using the step function as the simplest model fitsgomodulation and using the
‘multiplication theorem’ for Fourier transformsgttime domain function and Fourier
Transform pairs (the time domain and the frequelmyain equations) for the pulse
modulate RF signal are given as:

X(t) = u(z, t)ycos(p f,t) (9)

X(1)=5sinc f,) B (f -f,)+d (1 + f,)] (10)

whereu(¢,t) is a step function witlh as the pulse width arids time. The frequency
spectrum of the pulse modulated RF signal with Abtmation would look similar to the
CW RF signal with AM modulation with sinc function determinable width replacing
the delta functions at the same frequencies agifouiiq. (10) and shown in Figure 5(d).
The Fourier transform of the pulse modulation éasmportant in determining the
bandwidth required for the input signal and willdecussed in Chapter 3. As a sample
calculation, the required frequency bandwidth resplito detect the envelope of the pulse-
modulated RF with a pulse width of 100 ns willfee1/100ns = 10MHz. The previous

calculation was for an idealized pulse, albeitanmmal pulse modulation, the envelope has
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Figure 5. Power Spectrum of (a) single tone RF Wigquencywy, (b) rectified

RF CW, (c) rectified RF with AM modulation frequsnes, , and (d) rectified
pulse modulated RF. Only the main lobe of the $éimztion was used in (d)
for simplicity.

a finite rise and fall time which will have highieequency components in the Fourier
spectrum and measurement equipment will requirdiaddl bandwidth to detect the

signal.

2.3.3.Capacitance Model

Returning to the model in Figure 3, the depletigion formed between the p-n
layer of the diode is modeled by a voltage depencipracitance. The capacitance is
commonly referred to as the junction capacitanceismodeled as:

Co
c=— (11)

1 Ve
J bi
whereVy is the applied reverse biased volta@g,s the junction capacitance wheémn= 0,

/ bvi IS the built-in junction potential, amdis the emission coefficient.
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If a bias voltage is swept over the ESD topologidsigure 2(a) and (b), excluding

inline resistances, the reverse biased capacitaviteecrease with increasing voltage

—— Lower Diode Capacitance
11k — - - Upper Diode Capacitance ||

0s 1 15 2 25 3
Vbias [V]

Figure 6. A comparison plot of the voltage depemndmEpacitances showing
variation as a function of bias voltages for an E86de from ground to the
signal line (Lower Diode) and an ESD diode from sigmal line to 4 (Upper
Diode). The diodes were assumed to be matched with 0.7 volts anch =
0.5.

across the diode. For the lower diode (from granthe signal line), the change from a
low logic state bias to a high bias state will @ase the capacitance as it follows Eq. (11).
The junction capacitance in the diode from thealigine to Vg will decrease capacitance
as the bias level goes from high to low, taking iatcount the diode voltage is now equal
to Vg minus the voltage on the signal line. A comparisbthe normalized capacitance
changes due to a bias voltage sweep from 0 tot8 faslthe diodes in the previously
mentioned configurations is shown in Figure 6/fgr= 0.7 volts anch = 0.5. The change

in capacitance in the caserof 0.5 for a 3 volt change is 42.6% from the zeas b
capacitance.

The reverse bias conditions and equations arergaed by the flow of the majority
carriers. The diode model can be modified to idelthe effects of the minority carriers as
the diode is forward biased. As a diode becomeedia biased, minority carriers
accumulate in the neutral regions adjacent to dpdetion region. The movements of these
charges create an effective diffusion capacita@gg dnd conductance & The addition
of the diffusion capacitance to the junction cajaaie increase very quickly as the voltage

becomes forward biased Figure 7.
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The capacitance and conductance associated withitiority carrier oscillations
are frequency dependent because of the supplyeamalval of minority carriers is not as
rapid as that of majority carriers. Because of the minority carriers have difficulty
staying in sync with the AC signal, thus making ¢beductance and capacitance both
frequency dependent. The equations for the ddfusbnductance and capacitance are:

GO 2 2
Gy =2 hew?t 7 +1y7 (12)

sz (J1+wit 7 - 1)” (13)

Cp =
w-

wherewis the angular frequency of a signal applied &divde, and, is the minority

charge absorption time constant [17].

Forward Bias - Capacitance
T

— cl
— CD
— CJ+CD
o C-Y Data

C [farads]

07

10 L
01 02 03 04 i 06
VA [volts]

Figure 7. A plot of the forward biased charge covestion capacitance (blue)
with respect to diode voltage compared to the idéade junction capacitance

(red) and the diffusion capacitance (black) [16].
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2.4.CMOS Inverter Characteristics

Metal oxide semiconductor field effect transisttVEOSFETS) are classified as
NMOS (the source and drain regions of the resateiheavily doped with n-type material)
or PMOS devices (the source and drain regionseaeilly doped in p-type material). A
Complimentary Metal Oxide Semiconductor (CMOS) devs a combination of NMOS
and PMOS transistors in series (Figure 8). CMOgcds have become a popular choice
in every area of digital circuit design becaus¢heflow current consumption, reduction of
size, reduction of operation voltages, and largsenonmunity.

The basic building block in CMOS digital logic dess is the inverter. In inverter
CMOS circuits, the drains of the NMOS and PMOS dewviare connected together, the
gates are connected together, and the source bstlaga are connected to ground and Vdd
for NMOS and PMOS, respectively (Figure 9). Lamipologies use the inverter in
different series and parallel configurations, lmutdase of analysis, a single inverter stage

will be analyzed in this section.

NMOS PMOS
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Figure 8. Cross section of CMOS structure showilogel structures formed by
p-n junctions, the p-n associated capacitancestrencesistances due to doping
of the intrinsic substrate.

The inverter works from applying a voltage to itygut of the device which will
cause the NMOS device to turn on when the inputgelis high. The ‘switching point’ is
the voltage when the output of the voltage chaifrges one state to another (high to low
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or low to high). This voltage is dependent af, \device size, and threshold voltages for
the NMOS and PMOS devices, and is defined as

b,
FVTHN + (VDD - VTHP)
v, =1 b (14)

1+ [
b

p

whereVryy is the threshold voltage for the NMOS devidg,p is the threshold voltage for

Vdd
> PMOS
Input Output Input Output
*— —®
“*+—] NMOS

Figure 9. Equivalent representation of a CMOS itarer(a) block diagram
representation and (b) circuit diagram.

the PMOS device, andyp is the power supply voltage. The size characiesisif the
MOS structures are includedh andbpand defined as:

W,
b, = MCo
MCar

by = mCo 5)
wherem andmg are the mobility of the minority carriers in theamd p- doped
concentrated regions, respectivély, is the capacitance of the gate oxidg, L, W), and
L, are the gate widths and lengths of the NMOS an®BMevices, respectively [18].

If the devices have equal threshold voltages ave physical dimensions and
mobility such thab, = by, then the switching voltage will be equal tg/2. In most
devices, this is not the case, where it is diffitnldetermine the mobility of the NMOS and
PMOS devices which is directly proportional to daplevels, and then to scale the

dimensions for the mobility offset.
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With advancements in circuit design today, adddlaircuitry is designed to
improve noise immunity, to offset the switchingtagle and in some cases give the circuit
a hysteresis in the switching voltage as in Schifiidfger devices. Also for increasing the
signal to noise ratio and noise rejection of tmewst, input and output buffer stages are
usually added to a circuit [19]. Buffer stages@mmon in every type of digital logic
circuit and one buffer stage is normally a singleerter stage (Figure 10).

Based on the information on CD4xxxB Series loguides, buffered gates offer a
large noise margin, constant output impedanceg lArg gain, lower input capacitance,
while the unbuffered have faster propagation ddétager AC bandwidth and are not
susceptible to output oscillations [19]. The buftages provide large DC gain between
stages leading to defined transition voltages astef transition times.

Output oscillations have been observed in bufféygit devices when a slow rising
voltage is applied to the input of the circuit, wdéhis effect was not observed in circuits
that were unbuffered. Logic manufacturers settéitiins on the edge characteristics of

logic pulses to prevent excitation of these ostlies.

—{ o our {0

Figure 10. A block diagram of a device under teshwput and
output inverter buffer stages.

Another method of preventing undesired noise igagigg more complex topologies
such as “bus hold circuitry” and Schmitt triggensieh use additional MOSFET stages to
provide feedback to input stages to clamp thenesireld logic state [20]. Although all of
these types of additional circuitry exist and anplemented in a large majority of the
devices tested they will not be considered in tleWing analysis and simulations.
Simple models of CMOS inverters will be considerreduding buffer stages and ESD

topologies based on datasheets found on the logigts.
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CHAPTER 3 RF INJECTION EXPERIMENTS

3.1.Introduction

Direct injection and irradiation experiments dre two types of experiments
commonly used for determining the effects of etmsoimgnetic radiation in electronics.
Direct injection experiments have the advantadeeaig able to couple the most power
into a specific point in a circuit, to exactly kndww much power is incident to the device
under test, but has the disadvantage of creatiigjteous circuit environment to determine
the effects. Irradiation experiments have the athge of not altering the circuit under test
and keeping the integrity of the circuit testingieonment as ideal as possible. The
disadvantages to irradiation include the requirdarf@arhigher power levels, antenna
patterns changing with frequency, near-field amitigg and difficulties in calculating the
exact amount of power incident to a circuit or sramssion line.

Direct injection experiments were chosen to deiteeraxactly how much power
was required to cause an effect in the DUT. Thathad can be used to measure precisely
how much power is incident to, reflected from arah$mitted into the DUT. By using a
power coupler, the incident and reflected RF pasieneasured and the transmitted power
calculated from these values. However, this setupincorporate an unrealistic circuit

environment due to loading effects at the injecpomt.

3.1.1.Experimental Setup

The equipment setup for the injection experiméritswed the basic construction
demonstrated in the block diagram of Figure 11 wittRF source fed into an amplifier
leading to a bias-tee circuit coupled into the ingfithe DUT. An oscilloscope was used to
measure the induced voltages at the input in betweeRF choke of the bias-tee and a
pull-up resistor. The output was loaded by a Iesistor which was used to measure
changes in the output voltage by an oscilloscoge determine RF feedthrough by a
spectrum analyzer. Because of the variety of exyaats performed, the following
sections will indicate the specific equipment ukedneasurement of interest. One

consideration to take into account when perfornRitginjections experiments is the effect
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the measuring equipment has on the operation afitbeit and in the measurements

themselves.
VCC
]
IN ouT
CMOS Oscilloscope
= Inverter =
—
RF ) ~ -
Amplifier _ Bias-T
¢ : \I_I/
C % ; | DUT |
)
i Oscilloscope
RF i : R:sc;::lor
Source ~TTTTT[TTTCC ! .
=33 B
> 5 5 =] 1
= i Spectrum
> Analyzer

Figure 11. Block diagram for injection testing, liding bias-tee and blow-up
of device under test as a buffered inverter witDE®mponents.

3.1.2.Loading Effects on the input circuit

Loading problems arise from introducing a dir@gection point into a circuit. In
an ideal RF injection situation, the circuit untest would be operating under normal
circumstances, being a circuit in a series or fEnaith other circuits, with RF coupled
into the input of the circuit with no change in mal performance of the digital device due
to the RF transmission line. In previous dire@dtion experiments [1]-[10], a bias-tee or
a DC-blocking capacitor was used for electromagrestupling (Figure 11). In these two
cases, the electromagnetic signals were capagitbeeipled into the input of the DUT to
determine effects.

The coupling capacitor and the impedance of thenfEtion transmission line
create a single-pole, high-pass filter. If theuioeld signal at the input of the circuit
contains frequency components, which are abovetitodf frequency of the high pass
filter, the signal can shunt through the capadtud be loaded down by the RF

transmission line. However, using too small of l&dor a capacitor could result in an AC
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voltage divider between the coupling capacitor tedcapacitance of the ESD protection
circuits and the input capacitance of the CMOSriteve

A high-pass filter (HPF) may be used to coupleRReinto input of the circuit
reducing the loading effects. By increasing theber of poles in the transfer function of
the filter (coupling capacitor), the impedance saetie lower frequencies will be higher
and closer to an open circuit, and still pass thinathe RF frequencies as if it were a
matched load (Figure 12).

The DC port of a bias-tee is normally a singleurtdr. The inductor and the
impedance of the transmission line form a singlie;dow-pass filter (LPF). For DC
probing the input of the device, the frequency congmts of the input DC voltage must be
lower in frequency than the cutoff frequency of k- If this is not the case, the signal
being probed will look distorted on an oscilloscopéh an inaccurate representation of the
rise time, rectified voltage level, pulse width ahd fall time of the induced voltage pulse.

One way to avoid the loading problems of the Iggsis to replace it with multi-
pole, high-pass and low-pass filters (Figure 12high-pass filter with a higher corner
frequency than the single capacitor filter and &imsteeper roll-off will match the line at
RF frequencies, and act like a high impedance rtneggsson line at lower frequencies. A
low-pass filter will require a corner frequency lnignough to allow the frequency content
of the pulse envelope to be measured, while lookega high impedance transmission
line to the RF signal.

Output
Voltage
RF Amplifier 20dB HPF |
‘ Coupler
| / ‘ DUT
@ RF ‘\ LPF
Source Crystal ] Load
Detector Pull-up Input Resistor
Resistor
1 Voltage
B Power L
+ —
Meter Input RF

Pulse I Vbias
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Figure 12. Block diagram for injection testing, angorating a power coupler
and replacing the bias-tee with a high-pass fétet a low-pass filter.

3.2.Measured Inverter Port Characteristics

Using an HP4145B Semiconductor Parameter AnalyizeDC 1-V measurements
were taken of the HC, HCT, AHC, and AHCT familidsroverters to determine if the
inputs’ and outputs’ ESD protection showed the sdimée characteristics as discussed in
Section 2.3. Four measurements were taken witfirfig@ort acting as the voltage
reference: ground to input (ground_input), inpuvtd (input_vdd), ground to output
(ground_output), and output to Vdd (output_vddilesionstrated in Figure 13. The
HP4145B had the upper and lower current limitdset- S0mA, respectively.

The four measurements for the 74HCTO04 show thehdfacteristics have
different forward and reversed biased attributégufie 14). The measurements
demonstrate the forward conduction region hasradarvoltage around 0.4-0.7 volts for
the ground_input, input_vdd, and output_vdd, atgm@on voltage of 0.1 volts for
ground_output. The reverse biased voltage swekgaited low reverse breakdown
voltages between —0.75 and —2.5 volts. The difiees can be attributed to the topology of
the ESD protection device as well as to variatiameanufacturing the semiconductor.

The 1-V characteristics indicate p-n junctions present at the four measurement
points, which supports the hypothesis of the ESidgation devices being the RF rectifiers.
Measurements for the 74HCO04, 74AHCO04, and 74AHGI@4its are located in
Appendix B. In certain cases such as the 74AH@@measurements indicated a p-n

junction was not located at a specified port.

+ * * +
input_vdd

output_vdd
i e
ground_input 2 A ground_output
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Figure 13. Block diagram of the locations of measwents taken on a
HP4145B Semiconductor Parameter Analyzer to measthe |-V
characteristics of the ESD protection devices.

To determine the input impedance of the CMOS dmsvian HP8722D Vector
Network Analyzer (VNA) was used to record thg garameters of the HCT, ALVC, LVC,
and LVX CMOS inverters. The frequency range of\NA was set from 50 MHz to 2
GHz for all the devices. The circuits were sewighout power to the ¥ pin in order to
test the characteristics of the lower ESD diode.

Since the ESD protection circuit contains a vatdgpendent capacitance, we were
interested in comparing the differences betweernitgt impedance for the low and high
logic states to determine the effects of the chamggput bias voltage. A DC bias voltage
was coupled into the VNA through the bias voltagg while the frequency response was
measured for a series of input bias voltage leWéls.input impedance test of LVC
demonstrates a series resonance in the impedapead#nt on the bias voltage (Figure
15a). A shift in the resonant frequency betweeridkv (red) and high (black) state is
approximately 125 MHz (Figure 15).
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Figure 14. |-V characteristics of input and outg8D protection circuits for
74HCT04. Measurements were taken between groushdhaninput signal line
(ground_input), between the ground and output $itjna (ground_output),
between the input signal line and the power sugplg (input_vdd), and
between the output signal line and the power sulipdy(output_vdd).
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Figure 15. Input impedance of 74LVCO04 in (a) magghét and (b) phase with
respect to frequency and input bias voltages frdrt®2.5 volts in 0.5 volt
increments.

The input impedances for the other circuits teatedn Appendix D. Dips in

impedance are associated with a resonance causedibgluctance and a capacitance in
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series. The resonant frequencies for the ALVC, HOAC, and LVX are in Table 1 for
the low and high logic state voltages, and a paupply voltage of 3.0 volts.

In later injection experiments, the input resorfegquency was found to decrease
in certain circuits after the power supply was @mtad back up to the circuit. The change
in the resonant frequency can be explained bynithéence of additional capacitances
contributed by other ESD protection componentsis iitiluence on the input resonance
frequency is discussed further in Section 4.3.1.

To determine the DC I-V characteristics of thedo\gSD diode, the CMOS
inverter was setup with the power supply pin flogti A bias voltage was applied across
the ground to the signal line with an Agilent 34A0.%2 Digital Multimeter in series with
the power supply in order to measure the curr&he input bias voltage was swept in 5
mV steps measuring the current at each interva.[fthmeasurements for the LVX are
shown in Figure 16 using Eqg. (1) to calculate #teistion current to be 5 pA and the

ideality factor n as 1.05.

Table 1. Resonant frequencies for the HCT, ALVC,A.\and LVX logic
families with respect to input bias voltage. Aletdevices had a power supply
voltage of 3.0 volts.

Low Bias High Bias

Logic | Voltage fo Voltage fo
Family V] [MHZz] V] [MHZz]

HCT 0 940 3 1080
ALVC 0 850 2 993

LVC 0 825 2.5 947

LVX 0 1350 2.5 1450
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Figure 16. A plot showing the |-V characteristidstle lower ESD diode in a
LVX CMOS inverter. The data points were fit withetcurve generated using
Eq. (1) to determine the saturation current (1) @eality factor (n).

The input capacitance of a CMOS inverter was ¢atled by using the S-
parameters as measured by the VNA. The high-frexyyesmall-signal impedance for
various bias voltages was measured by recordin§{b&ameters at each step of
increasing voltage. Again, the LVX inverter was swad with no power supply voltage
applied and the ¥ pin floating. By using the Smith chart displaytbe VNA, the input
was seen to be most capacitive in frequencies drb0d MHz. We wanted to measure the
impedance far away from the input resonance ta@te the value of the capacitive
element without the effects of other parasitic elata influencing the measurements. The
bias voltage was limited to 1.5 volts because efréipid change in the frequency response
due to the device beginning to conduct. A smaildoaf frequencies was used to average
the values of the capacitance to eliminate noiseflastuations in the measurements.
Using Eqg. (11), a curve was generated to matchakee points as close as possible (Figure
17) calculating ¢ to be 3.6 pF, the built in potential to be 0.Tty/cand the emission
coefficient to be equal to 0.18. Deviations frdma turve are most likely due to the effects

of the gate capacitances and the capacitance apther ESD diode.

Figure 17. the input capacitance parameters ofpthejunction of the lower
ESD protection circuit in a LVX CMOS inverter
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3.3.0bserved RF Injection Effects
The observed effects of the RF pulses injectedimterters varied with every logic

family, which included a full state change, parsite change (output voltage shift), state

changes with a the output voltage switched afeRR pulse width has terminated, RF

amplification, and induced oscillations. This gaticovers at least one example of each of

these cases with additional examples located ieragipes where indicated.

Table 2. Susceptibility in tested logic familiesaading to input in the low or
high state. The Vdd used for the logic familiegeveither 3.3 V (*) or 5V.

Logic Family

Input Biased Low

Input Biased High

HC

HCT

AC

ACT

AHC

AHCT

LvC*

ALVC*

VHC*

LCX*

LVX*

3.3.1. Threshold Power Level Experiments

Threshold power levels of pulsed RF signals tseaustate change in the CMOS

inverters were measured to determine the susdéptdfithe devices with sweeps in the

RF signal frequency, power supply voltage, andtifyms voltage. The circuit setup for all

the circuits tested followed the block diagramigufe 11. The equipment used for these

experiments was an HP 83731B signal generatoh&RF source, an HP 83020A RF
amplifier, a Mini-Circuits ZFBT-6G bias-tee, a Tektix TDS-620 Oscilloscope, and a

Tektronix P6243 FET probe.
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Experiments were performed to determine the stibdép of several different
CMOS inverter logic families with the input DC bigsels in the nominal output voltage
of a previous inverter stage for the low (Vol) dngh (Voh) logic states. The devices that
were considered susceptible produce a state clarige output, while those that were not
susceptible may have shown other effects suctbasdevel shift. Threshold power levels
were recorded when the oscilloscope detected agelthange at the output of the inverter,
which exceeded the switching voltage of the device.

As an example of device susceptibility, pulsedsRfaal injection into the
74HCTO04 device was performed when the input voltagel was in the low and high
states. Susceptibility was demonstrated in bothtilggic states with as little as 0 dBm in
the low state (Figure 18). Fluctuations in theégpkre due to transmission line and
impedance mismatches at the injection point. Tireshold levels for the input low logic
state show a 20-25 dB difference between the stisitip of the device when in the input
high logic state. The slope of the threshold pdeegls in the input low logic state is +40
dB/decade, and the average slope of the powesl@véie input high logic state seems to
remain constant over the entire frequency bana R pulse had a pulse width of 100ns
and PRI of 1.0 ms for all frequencies.

Plots for threshold power levels for the remairdieyices listed in Table 2 are
supplied in Appendix D. All the plots showing segtbility with power versus frequency
had the relationship of increased required threspolver level with increasing frequency.
Most of the devices (particularly the HCT, ACT, AHEBHCT, LVC, LCX, LvVX and
VHC) demonstrated a +40 dB/decade slope in thaltlotd power levels with respect to
frequency, which corresponds to & #lationship. In the plots where state changeg wer
not observed, the amplifier had reached its oygputer limit (~1 watt) before an effect
occurred and was recorded as +30 dBm.

The power level of the RF signal required to irelacstate change in the 74HCTO04
decreased by 5 dB agMvas decreased from 5V to 2 V (Figure 19). ThepBIBe had a
pulse width of 100ns and PRI of 1.0 ms for all trexqcies. From Eq. (14), the switching
point of the inverter was shown to be linearly degent on the power supply voltage,
which would require a smaller amplitude RF sigonatduse an effect. These curves

indicate circuits operating at the lower limitstioéir power supply range and as circuits
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powered by smaller power supply voltages, theybalmuch more susceptible to upset

from RF pulses.

Figure 18. RF power level threshold required to seawstate change in
74HCTO4 with input biased at Vol (Vin = 0.4 V, ituk) and Voh (Vin = 2.4
V, in red). The RF pulse had a pulse width of 108nd PRI of 1.0 ms for all
frequencies.

To determine the susceptibility of the 74HCTO4erigr with respect to input bias
voltage, another set of injection experiments vperdormed. An RF signal with a
frequency of 1.2 GHz, pulse width of 100 ns, and &fial to 10 ms was injected into the
HCT inverter, recording the RF power threshold lever different input bias voltages.
Experiments were done with the power supply voleggdo 3, 4, and 5 volts (Figure 20).
The difference in required power levels to caustate change was on the order of 8 dB
between the cases of the power supply set to 3\b¥nd

RF threshold power levels were measured for thdH20D4 and the 74AHCTO04 for
three different power supply voltages within thegtion parameters of the inverters and
while varying the input bias voltage. In the casthe 74AHCO04, the device was most
susceptible when the circuit was biased in the-logit state, and for the 74AHCTO04, the
device was more susceptible when biased with ddgye-state. In each of these devices,
the switching voltage was measured for each optiveer supply voltages (Table 3). The
threshold power levels were measured for diffevahies of the input bias level and for the

power supply voltages of 3, 4 and 5 volts. The canispn of these three curves for the two
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different devices in Figure 21 and Figure 22 fa& TdAHC04 and 74AHCTO04,
respectively. These plots show the amount of paeguired to induce the same voltage
difference for all three power supply values aenittal. This implies the rectification of
the RF to induce the required voltage to causedhees to switch is not dependent on the

power supply voltage.

Figure 19. RF threshold power to cause a stategeham 74HCTO04 with
various values of Vdd. The RF pulse had a pulsithvf 100ns and PRI of
1.0 ms for all frequencies.
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Figure 20. RF Power threshold to cause state changdHCTO04 with varying
Vbias (f=1.2GHz PW=100ns PRI=10ms). Input stats s&t to Vol.

Table 3. Switching voltages for the 74AHCO04 (biaséith Voh) and 74AHC04
(biased with Vol) with power supply voltage was 8, 4 and 5V.

Switching Voltage [V]
Device |[Vdd =3V | Vdd =4V | Vdd=5V
7T4AHCO04
with Voh 1.4 1.9 2.4
7T4AHCTO04
with vol | 1° 1.3 !

Figure 21. Peak RF power of pulse modulated si{frdl.5 GHz, PW=100ns,
PRI=10.0ms) required to cause a state change #ABICTO04 with increasing
bias towards switching voltage. Input state wass¥ol.
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Figure 22. Peak RF power of pulse modulated si{frdl5 GHz, PW=100ns,
PRI=10.0ms) required to cause a state change #$AKC04 with increasing
bias towards switching voltage. Input state wases®oh.

Figure 23. The measured rectified voltages forlt€, LVX, HCT and VHC
CMOS inverters. The RF amplitude was kept consihg@y.
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To determine the frequency dependent rectificagemsitivity for a series of logic
families, the devices were injected with a consRiatvoltage of 2 volts and swept over
500 MHz to 2 GHz. Figure 23 compares the rectifieliages measured for the LVC,
LVX, HCT, and VHC CMOS inverters. In the caselud VHC, the induced voltage
exceeds the RF amplitude reaching a peak of 4 eeéisthe frequency range of 500 MHz
to 1.2 GHz. Similarly, the LVC device exhibits RI-DC conversions above unity from
500 MHz to 1 GHz. The HCT and LVX had transfer @gwnore expected of rectification,
with a RF signal to DC induced voltage conversasslthan unity. The transfer curves of
the VHC and LVC devices indicate RF gain occur$iwithe device allowing for a larger

induced rectified envelope voltage.

(@) (b)

Figure 24. The DC output voltage and DC power sygptrent of 74HCT04
CMOS inverter due to RF signal with a frequencytleé input impedance
resonance injected for (a) a low bias of 0.5 V @)da high bias of 2.0 V.

(@) (b)

Figure 25. The DC output voltage and DC power spygpkrent of 74LVX04
CMOS inverter due to RF signal with a frequencytleé input impedance
resonance injected for (a) a low bias of 0.5 V @)d high bias of 2.0 V.
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Measurements of the power supply current giveginisnto the effects of RF on the
MOSFETs. Since the sources of the PMOS deviceallatennected to the power supply
line, fluctuations in the current can indicate tinee when switching occurs in the devices.
An experiment injecting RF pulses into a 74HCTO0d arv4LCX04 device biased in a low
and high logic state, showed power supply currieifilsscorrelating to measured output
voltage changes (Figure 24 and Figure 25).

The RF frequency in this was set to the zero ibjast impedance resonant
frequency of 1.35 GHz as determined in Section 32 current measurements were
taken by increasing the duty factor of the pulselufated RF signal. Care was taken to
ensure thermal effects did not contribute to dewstin measurements of the rectified
voltage signal as power-supply current was measurée current variations showed a
linear relationship with the changes in duty factbhe average current measurements
were divided by the duty-factor ratio to give theag power-supply current.

Application notes on various logic families indieghese current spikes are very
common but differ in magnitude from device to dei21]-[25]. These spikes are
indicators that the MOSFETSs are operating in asCAasonfiguration as the input bias
voltage nears the switching point.

When the input was biased low and the RF frequerasyset to 940 MHz, a large
current spike was measured as the output of th&€€TOH switched from high to low with
increasing RF amplitude as seen in Figure 24amallsncrease in current was measured
with a very small shift in the output bias voltaglken the inverter was biased in the high
logic state (Figure 24b).

The power supply current exhibited an increade/id CMOS circuit in both the
low and high-bias cases. Figure 25a shows thermuin the low bias increase and with
changes in the output voltage, however, levelirigaoél decreasing after an RF voltage of
1.25 volts was reached. For the experiment wheh WX was biased high, the current
dramatically increased when the output voltage begahift, finally peaking at the
moment the output voltage latched to the high gEtpire 25b).
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3.3.2.RF Gain

RF feedthrough was observed to appear on thegeo#tathe output of the inverters
tested. Bandwidth limitations of the Tektronix $B20B oscilloscope used for the
measurements limited direct measurement of theid®fals when attempting to view RF
pulses for large periods of time compared to tladectime of the injection frequency. The
voltage detected resulted in aliased voltage rgadwith frequency components consisting
of the difference between the injection frequenay he sampling frequency of the
oscilloscope. One method of measuring the RF veléaghe output was to set the
oscilloscope to the maximum setting of allowableagke points, zooming into a region
where RF was believed to be present, and set tillossope at the highest sampling rate.
For the TDS 620B, the highest sampling rate iSG55 for four channels.

Figure 26 and Figure 27 plot the relations of raeas output RF voltage to the
amplitude of the injected RF signal for the HCT &mX inverters, respectively, when the
inputs are biased in the low and high-logic stafEse input RF amplitudes for these plots
were determined by the voltage display option @Abilent E4438C Vector Signal
Generator. The logic state dependent input impezlegsonance frequencies were used as

the injection frequencies for the two CMOS devices.

€Y (b)

Figure 26. RF gain and output voltage due to RRaigith a frequency of the
input impedance resonance for HCT CMOS inverternmviie input had a (a)
low bias level of 0.5 V and a (b) high bias leveR® V.

34



Figure 27. RF gain and output voltage due to RRaiwith a frequency of the
input impedance resonance for LVX CMOS inverter witige input had a (a)
low bias level of 0.5 V and a (b) high bias levER® V.

A linear response was measured for the low-biag&f measurement for the HCT
device for the sweep of RF input amplitude frono @ 2 volts, which indicated a small
amount of attenuation through the CMOS inverterewhiased in the high logic state, the
inverter shows a linear response to 0.8 volts, ele gain of the RF reaches a peak of 2
dB at 1.2 volts. Since the zero-bias resonanufreqy for a single diode was used, the
most likely explanation for the observed behawahat the resonant frequency was lower
than originally thought due to the influence of thmper ESD structures. This would
explain the linear less-than-unity gain in the lbias case and also the nonlinear increase
in high biased case. The injection frequencyterlatter case could have been slightly
above the input resonant frequency, and as theauwdunput voltage increased, the
resonant frequent also increased changing the RFcharacteristics of the inverter.

Similar arguments could be made for the two gaimes measured in the LVX
circuit. The resonant frequency in the low-biaseceould have been lower than the
injection frequency, until the induced voltage @lithe resonant frequency to increase up
to and past the injection frequency. The gairhefdircuit would be highest when the
frequencies coincided and began to decrease assthant frequency continued to

increase.

3.3.3.Full State Change
The full state change is characterized by thewupthe device changing from a

logic low state to logic high state, or vice versdh a strong correlation to the time the RF
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pulse is propagating through the circuit. The attltage during a full state change looks
as if a normal DC pulse has caused the deviceitolsviout it has changed state at the
same time and for the approximately the same durafi the pulsed RF signal. As
indicated in Section 2.3, rectification of an RAHgeunduces a DC and a low-frequency
voltage signal at the input of the first bufferggacausing it to switch. The switching

action of the buffer stage then activates the reimgistring of inverters normally, creating
a voltage change at the output of the device qooreding to the modulation of the injected
RF signal.

The HCT inverter was one device that demonstratiédtate changes due to RF
pulses. As the power levels were increased wedingy the 74HCTO04, the output voltage
pulse width was observed to change with respec¢asing power. Above a certain power
level, it was possible to cause the pulse widtthefoutput voltage to exceed the pulse
width of the injected RF pulse. Figure 28 showsxample where a 1.0 GHz RF signal
has a pulse width of 100 ns, PRI of 10.0 ms anoveeplevel large enough to cause the
output voltage to have switched states for 180 ns.

Measurements of the output voltage showed chantjesncreasing power
between difference of the rising edge of the RE@ehvelope and the falling edge of the
output voltage, which is defined as the leadingeediglay. Likewise, time differences
between the falling edge of the RF pulse envelaptha rising edge of the output voltage,
called the trailing edge delay, were also obsetwaghange with RF power levels.

The measurements of the leading edge delayngaslige delay and output pulse
width from varying the power levels of an injectH signal at 3.8 GHz, pulse width of
200 ns, and a PRI of 10.0 ms are displayed in Eiga@r With the exception of the dip in
the curves between 23 and 25 dBm, the leading @elgg decreases exponentially with an
asymptote near 40 ns and the trailing edge deta§slbnear. The output pulse width
exceeds the injected RF pulse width off 200 ns@pprately at the power level of 26.5
dBm.

A measurement of the induced input voltage shawedlassical response of a
stepped response to a RC circuit, however, thensgs of the rising edge and falling edge

responded with different RF time constants. Thiese constants were also observed to
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change with respect to the RF amplitude indicatiegvoltage dependent capacitances of

the ESD diodes were directly involved in the reggon

Figure 28. Time domain plot for RF injection expeent on a 74HCTO04
inverter corresponding time delays between leadidge of the RF pulse
envelope (f = 3.8 GHz, PW = 100 ns, PRI = 10.0ms) and outpltage (a),
trailing edge of the RF pulse envelope and outplige (b) and pulse width
of the output voltage pulse (c).

Figure 29. Delay times between the envelope oirffezted RF signal and the
voltage change at the output. Increasing in RFgudeads to a decrease in the
leading edge delay (red), an increase in thenigaiidge delay (greed), and the
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output voltage pulse width (blue) exceeding thespwlidth of the injected RF
signal (black).

3.3.4.Partial State Change and Latent Latching

The 74HCO04 inverter was a device that showed apahift when the input was
biased with a low logic level. An Agilent 34401A/%Digital Multimeter was placed in
series with the power supply to measure the changes current with increasing RF
power during an injection experiment. The outpuel shift,DV oyt = Vag-Vous Was
measured with respect to RF power (the signal lgestvaracteristics opf 2.4GHz, PW =
100 ns, and PRI = 10.0 ms) for three different @alaf the power supply voltage, and
graphed in comparison to the power supply curreegsurements in Figure 30. The
induced voltage levels at the output of the invartdicate saturation as the RF power
increases. This behavior would indicate that tigeiced input bias level never reaches the
switching point of the 74HC04 while it is biasedfre low logic state.

In some circuits tested, a bias shift was obsedughg the onset of the RF pulse,
however, the device switched logic states afteRRgulse ended. The 74ALVC04
CMOS inverter injection experiment was setup asifeid 1, using the same equipment as
the previous section including an Agilent 8564Cc®pen Analyzer used to determine the
frequency content of the output signal. The pilotSigure 31 through Figure 34, show the
RF pulse envelope and power level, measures theéadvoltage at the input, the resulting
output voltage, and the output signal frequencgspm. An RF signal with a pulse width
of 3ns and a PRI of 1088 was injected into the 74ALVC with a frequency860 MHz
corresponding to the series resonance of the impédance as described in Section 3.2.
The power supply voltage was set to 3 volts, tpatiias voltage was set to 0 volts, and
the RF power level was swept from 5.0 dBm to 3@fhdn 0.25 dBm steps measuring
data at each interval. In Figure 31, an RF puldlk a/power level of 12.25 dBm shows the
induced input voltage at the input reaching a njesinover 1 volt causing a bias shift at
the output from 3 volts to 2 volts. The rise tinmel dall time of the input correspond to the
change in capacitance of the p-n junction of thB B#®de. The output voltage also shows
differences in the fall time and rise of the pulshich varies with the increase in power as

shown in the other three figures.
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Sawtooth ripples are also apparent in the inpdtaatput waveforms. These are
due to the effect of the RF gain of the resonaguency in as seen in the input impedance

and the rectification conversion. As the induces lincreases, the resonant frequency

Figure 30. Output voltage and power supply curgdrange in a 74HC04 with
applied RF pulses (f=2.4 GHz, PW=100ns, PRI=10.0fms)dd=3,4, and 5
volts.

begins to increase as was demonstrated in Figurdi® RF gain due to the resonance
will decrease as the difference between the resdrejuency and the injection frequency
increases. However, the dip in the RF gain callieerectified voltage to decrease,
allowing the resonant frequency to relax back &z#ro bias resonance. These relaxation
oscillations change in magnitude and frequency nigipg on the difference between the
injection frequency and the zero-bias frequenay RE power level, and the quality factor
of the resonance.

With an increase in power to 16.0 dBm, the relaxabscillations begin to
disappear on the input and output voltages. lse®a the rise time and fall time of the
induced input voltage correlate to changes in titage dependent capacitance and RF
gains due to the resonance. The output also sahawwee period approximately 250 ns long
after the RF pulse has terminated to switch tddhestate. This latent latch has been

attributed to the input bias shift when no RF ssgnt. The bias shift does not latch during
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the RF pulse period because of RF feedback ane pliffarences between the gate and
source voltages of the MOSFETS and is discussed thoroughly in Section 4.4.2.

Figure 31. Results of pulsed RF (pulse width rs3 PRI = 10078, peak power level = 12.25
dBm) injection into a 74ALVCO04 inverter. The upgeft plot displays the RF injected power
level and pulse width. The upper right plots & measured induced rectified voltage at the
input. The lower left plot is the low frequencytput voltage. The lower right plot displays
the frequency spectrum of the signal detectedeabttiput.

Figure 32. Results of pulsed RF (pulse width = 3RRI = 100 us, peak power level = 16.0
dBm) injection into a 74ALVCO04 inverter. The uppeft plot displays the RF injected power
level and pulse width. The upper right plots & measured induced rectified voltage at the
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input. The lower left plot is the low frequencytput voltage. The lower right plot displays
the frequency spectrum of the signal detectedeabthiput

In this experiment, increasing the power to 2Bhdlecreased the induced
voltage, decreased the output bias shift, and edited the latent latched state (Figure 33).
However, the rising edge of the input and therfgliedge of the output voltage decreased
in slope looking similar to the envelope of the [Rise. A low-frequency oscillation due to
high frequency aliasing is also present after thtpwt voltage returns to the high-logic
state of 3 volts.

Finally, in Figure 34, the RF power level was eased to 24.75 dBm, displaying a
jump in the induced input voltage to 2.25 voltdieToutput bias shifts by 2 volts during the
RF pulse and indicates a latent latched statepimroximately Ins. The low-frequency

oscillation observed in the last data slice is mogre pronounced.

3.3.5.RF Induced Excited Resonant Frequencies

The previous section discussed the effects diitiieedomain effect of an RF
injection experiment on a 74ALVC04 CMOS circuit.eTspectrum plots in Figure 31-
Figure 34 show the frequency responses of the Acheliit for the four different RF
signals, which consist of more than just the haio®oof the fundamental frequency. The
RF injection frequency is the largest spike inoalihe spectrum plots at 850 MHz. Below
the fundamental frequency, a wideband groupingwffrequency spectral components
was observed for all four injection power levels.

The first output frequency spectrum for the Rfalgvith a power level of 12.25
dBm has frequency components of the fundamentalifnecy, the second harmonic, the
third harmonic, and low frequency components (Fedilt). Frequency signatures also
exist at 1.275, 2.125, and 2.975 GHz due to théimear mixing of a lower frequency
component with the fundamental frequency.

A latent latch state was observed in Figure 32nithe RF power was increased to
16.0 dBm. The frequency spectrum at this powesllskrows the higher harmonics have
disappeared almost entirely, leaving a spectruremnldgnt on the fundamental frequency,
excited lower frequencies and frequency producis fthe mixing action of the ESD
diode.
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A spectrum rich with frequency components was onegsin Figure 33. Although
the power level was increased to 21.0 dBm, theimeaut effects of the circuit are clearly

Figure 33. Results of pulsed RF (pulse width = 3RRI = 100 us, peak power level = 21.0
dBm) injection into a 74ALVCO04 inverter. The upgeft plot displays the RF injected power
level and pulse width. The upper right plots & measured induced rectified voltage at the
input. The lower left plot is the low frequencytput voltage. The lower right plot displays
the frequency spectrum of the signal detectedeabttiput

Figure 34. Results of pulsed RF (pulse width = 3RRI = 100 us, peak power level = 24.75
dBm) injection into a 74ALVCO04 inverter. The uppgeft plot displays the RF injected power
level and pulse width. The upper right plots e measured induced rectified voltage at the
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input. The lower left plot is the low frequencytput voltage. The lower right plot displays
the frequency spectrum of the signal detectedeabthiput.

shown in this frequency spectrum with a large spik& lower frequency range creating
spectral products almost up to 4 GHz.

Finally, in Figure 34 when the time domain shouadnt latching for a trs
interval, the fundamental frequency and its hare®measured up to the fifth harmonic
dominated the frequency domain with additional congmts below 850 MHz and up to
the second harmonic.

The relevance of these excited oscillations wagpect to the effects of RF is
twofold: one reason is that modulation of the Rjnal can have a profound effect in
providing low frequency components to produce fegany products from the mixing
behavior of the p-n junction, and second, the RStimsulating certain portions of the
circuit to cause additional frequency signals wtesl to the RF frequency to oscillate.
Since the impedances of the previous circuits sboweéage dependent resonances at
various frequencies, the addition of RF and exatsallations feeding through to the
output of the circuit in combination with the prgading induced state change can cause
additional problems in the following circuits. Theopagating frequency components can
potentially excite other resonances causing indi¥gdoltages and additional

oscillations.
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CHAPTER 4 RF EFFECTS MODELING

4.1.Introduction

One objective of this thesis was to demonstratethie RF effects on digital
electronics could be modeled to simulate the effetasured in experiments. PSPICE
was used to determine if the effects could be @xgtausing simple models of the inverters
and lumped element circuits for parasitic elemefitse diode parameters measured and
the block diagrams of the ESD protection topolofeemd in the data sheets of the
inverters were the basis for building the devicgsdun simulation models.

Although simulations have been performed on alrathshe devices tested in this
research, only one or two examples will be useshowing an understanding for each of
the RF effects observed. Additional informationl @xamples of simulations are included

in appendices where noted.

4.2.Models derived from measurements

Diode models were designed using the parametéaceed using the methods
outlined in Section 3.2. A list of the values u$adthe diode models is given in Table 4
for the different diode models created. The PSRitdit models for the CMOS inverter
circuits were based on the block diagrams of th Efpologies given in the data sheets
and application notes for specific logic familieglaon direct measurements to determine
the accuracy of the block diagrams [21]-[24]. &mtain cases, such as the ALVC CMOS
inverter, the block diagram implied an ESD protatilement from ground to signal and
another element from signal tgd/in which case, the PSPICE models were modified
accordingly.

Since information regarding the MOSFETS in theenters tested was not
available, Level 4 MOSFET models based on the 2c@am Orbit process at MOSIS were
used in all the simulations [27].
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Table 4. Diode parameters used for each of the B®Des for the various

circuits simulated.

Diode Models
Parameter |Units [ESD ACT|ESD LVX| ESD LVX Vdd ESD HCT
IS A 4.00E-15| 5.00E-12 5.00E-12| 1.00E-12
N 1.121 1.05 1.5 1.05
RS W 13 8 20 8
IKF A 0 0 0 0
XTI 3 3 3 3
EG eV 1.11 1.11 1.11 1.11]
CJO F 3.00E-12| 3.80E-12 3.80E-12| 3.60E-12
M 0.3 0.3 0.3 0.3
VJ \% 0.5 0.7 0.7 0.7
FC 0.5 0.5 0.5 0.5
ISR A 4,00E-15 1.00E-10 1.00E-10[ 1.00E-10
NR 2 2 2 2
BV \% 3.5 20 10 20
IBV A 0.0001]  0.0001 0.001 0.0001]
TT s 1.00E-09| 1.00E-09 1.00E-09| 1.00E-09

4.3.Simulated Port Characteristics
The port characteristics of interest are the impyedance and drive curves (RF to
DC conversion curves). The process started witlplgirtircuit explanations for input
impedance resonance; then, more complex modeld basextracted diode parameters and
taking into account parasitic elements were designsimulate measured input impedance
curves. A circuit was then designed and modifiech&ich a measured RF amplitude to DC

conversion drive curve.

4.3.1.Input Impedance and Resonance

The resonance dips observed in the input impedameasured in the CMOS
inverters in Section 3.2 can be explained by tsenmance formed by an inductor and
capacitor in series. A simple series resonant ¢ackit was designed in PSPICE to
determine the effects of varying the capacitan@nwlate the voltage dependent
capacitance of a p-n junction. The circuit simudageshown in Figure 35(a) using a high
valued coupling resistor, bias resistor and loadter. A value of 4 nH was assigned to
the input inductor meant to simulate the inductaheeto an package pin and bonding

wire. The capacitor Cj was varied over the vald® pF in 1 pF steps. An AC analysis
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revealed that as the capacitance decreased frquh 106 pF, the resonances shifted from
800 MHz to just above 1 GHz (Figure 35b). A desesia capacitance of 40% was shown
for a voltage shift from O to 3 volts in the voleadependent capacitance curves of Figure 6,
which is reproduced for convenience in Figure 36{dgasurements and datasheets from
manufacturers have shown that inductances in theafetested had values between 6-8

nH and zero-bias capacitances due to the p-n amscin ESD protection circuits valued
between 3-4 pF. The resonant frequencies formealdse reactive elements are in the
region of 500 MHz-1.5 GHz. When compared to tipitnmpedance measurements

shown in Figure 15, the location and shift in resdrfrequencies are very similar.

(@)

(b)

Figure 35. A simulation showing resonances causedising (a) a simple
circuit with an inductor and capacitor in seriesating and (b) the resulting
impedance. The capacitor Cj was varied over theesab pF (green), 7 pF
(red), 8 pF (purple), 9 pF (yellow), and 10 pF (ew3tg) to create a change in
the resonance frequency of 200 MHz (compare with rtfeasured results in
Figure 15).
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Figure 36. (a) A comparison plot of the voltage efgpent capacitances
showing variation as a function of bias voltagasdie ESD diode from ground
to the signal line (Lower Diode) and an ESD diodmnf the signal line to ¥
(Upper Diode). The diodes were assumed to be redtalith / ,; = 0.7 volts
andn = 0.5. (b) A plot of the change in the resonaatifrency of upper and
lower diodes with ¢ = 3.5 pF and L = 7 nH.

Using a diode with a zero biased capacitance5opB.in series with an inductor of
7 nH in the equation for the resonant frequency:

f= ; (16)

20,JL*C(V)

the voltage dependent resonant frequencies arbeptap Figure 36b, where plots for the
resonant frequencies due to upper and lower ESflediare compared.

A more advanced model was designed to take irtoust additional parasitic
elements to model the frequency response obsemed@4ALVC04 CMOS inverter
(Figure 37b). The elements of the injection pamte changed into a 100 pF DC blocking
capacitor and a 10fH RF choke. An additional inductor was added betwbe anode of
the diode and ground to take into account the spaeding bonding wire in the actual
circuit. To model the effect of the gate capaatmof the MOSFETS, a capacitance of 0.7
pF was added in parallel to the ESD diode. A p@casmpacitor and resistor were added in
parallel to the inductors to account for additiopatkage parasitics, which created the
resonance at 1.8 GHz. The values for the cirderhents in the simulation were modified
in attempts to match the resonances and theirtgdiaditors. Differences in the plots are

attributed to unaccounted parasitic elements irsittmellation model.
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Figure 37. (a) A plot showing the comparison of thput impedance of a
74ALVCO04 circuit measurements to the results ofgimaulation circuit in (b).
The measured data for the input bias voltage ofadd 2.0 volts are red and
blue, respectively, and the calculate impedance fibre simulation are purple
and green for bias voltages of 0.0 and 2.0 valtspectively.

The frequency response of the input ports ofrthierters provided insight into
susceptibilities as well as excited frequenciemftbe inverters. As devices are becoming
smaller in transistor size and in packaging sitesparasitic inductances and capacitances
become more of a concern as their resonant fregeseae within the microwave
frequency range. The parasitic inductances aréaltie bonding wires, which lead from
the pins of the packaging from the outside worlth®obonding pads located on the
substrate of the chip. Parasitic capacitancesetated to the bonding pads, power line
buses, and from the ESD protection devices locatéuke input and output ports of the

device.

4.3.2.Drive Curves

Drive curves were measured and simulated to deterthe validity of the ESD
diode models. A drive curve is normally associatéti amplifiers to determine the
transfer response of the input signal to the ghtheoutput signal with respect to a
particular frequency. In this case, the drive eussdefined as the transfer function due to
rectification of the input RF amplitude in voltaigethe induced DC voltage. The
experiment performed was set up as in Figure 14 tlvé circuit in normal operating mode

and a power supply voltage of 3 volts. A probe plased at the input of the inverter to
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measure the induced DC voltage across the pulkesiptor. The RF pulse width was set to
2.0ns with a PRI of 10.0 ms, and the frequency was ygwiae resonant frequency on the
device. The measured voltage was the average oéttiBed RF envelope.

A PSPICE circuit model of the LVX was made basedh® block diagram found
in the LVX datasheet where lower and upper ESDegt@n diodes were shown to exist in
Figure 38. A drive curve simulation was perforngdusing a CW RF signal at the
resonant frequency of the circuit, delaying theutation to a time where the rectified
voltage had stabilized, sweeping the RF amplitadd, measuring the induced DC voltage.
The induced voltage was measured through a lowfp@ssvith an upper cutoff frequency
of 100 MHz.

(@)

(b)

Figure 38. (a) RF to DC drive curve and (b) PSPK)Euit used to match
simulation results with measurements for the LV¥eirier.
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4.4. Simulated RF Injection Effects
Basic circuits were designed to simulate thedtdte change, the partial state
change, latent latching, and relaxation oscillatiomhe pulsed RF signal was generated
using a VPULSE source multiplied with a VSIN sourdéne amplitude of the VPULSE
component controlled the amplitude of the RF sigiaC blocking capacitors and RF

chokes were used as the injection and bias network.

4.4.1.Full State Change

A simple inverter circuit using a single input iraiance and a lower ESD diode
from ground to signal showed a full logic statergfe@ (Figure 39). An AC analysis
determined the resonant frequency of this partiatitauit to be 1.1GHz. Figure 40 shows
the induced filtered input voltage and the outpitages in comparison with the RF pulses
for RF amplitudes of 0.5, 1.0 and 1.5 volts. Tiduced input voltages show peaking with
an enhancement in the RF to DC conversion factaraye than two times the RF
amplitude. The input voltage then decays as thenant frequency of the circuit increases
with the induced voltage changing the RF gain attarsstics of the circuit. The output
voltage clearly shows a full state change and dsang leading edge delay times with

increasing RF amplitude.

Figure 39. The circuit diagram of the CMOS inverticuit with a single ESD
diode used to simulate rectification effects in tinee domain .
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Figure 40. Plots showing the effects of rectifioatshowing the voltage at the
(a) input and (b) output for RF voltages of 0.8 dnd 1.5 V.

4.4.2.Partial State Change and Latent Latching

Two simulations were performed to determine tlfieinces between the induced
voltage due to a pulsed RF signal and the efféda@<C voltage with the same shape
characteristics of the RF average. A simulatioouti was designed based on the ALVC
circuit adding in 500 MHz low-pass filters at timput, the output of the first stage, the
output of the second stage, and at the load re¢iStpure 43). The first simulation used an
RF pulse with a pulse width of 150 ns as the igmyrtal while recording at each of the
previously mentioned points, the voltages in tmeui and the filtered voltages. In Figure
41 and Figure 42, the plots in blue are the voiageasured within the circuit, and the red
plots are the filtered voltages. The second sitimraised the filtered voltage at the input
(the red signal in the upper picture and the bigiead of the lower picture of Figure 41 are
identical) as stimulus. The voltages measureldeainput and the output of the first stage
are in Figure 41, where the upper pictures are@dltages measured with the RF as the
input source and the lower plots are the simulatiwith the filtered RF signal as the
source. Figure 42 has the plots of the voltagessored at the output of the second stage
and at the load.

A comparison of the filtered voltages at the otitgfithe first stage in Figure 41b
shows distinctly the bias shift due to the RF signahe same region the voltage in the

DC pulse case has switched entirely to the otlag¢e sThe RF induced voltage does
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indicated a bias shift almost to 0 volts after®tepulse has terminated, which correlates to
the decaying low frequency voltage signal at tipaiirof the first stage.

The voltages at the output of the second stagaemds the load in Figure 42 show
the distinct difference between the effects ofRikepulse and the filtered average voltage
where a only a bias shift is observed during thepREe width and latching after the RF
has terminated, where the low-frequency pulse Waslsed the inverter entirely into the
low state as long as the input voltage was abayewhtching point of the first stage. This
RF effect is dependent on the inductors from tesfadiodes and source terminals of the
NMOS devices to ground and the inductor betweeniiper diodes and source terminals
of the PMOS devices togd’ The ESD protection topology seems to also hawffact on
the sensitivity of the bias shift and latent latchi These elements together form a
feedback path from the sources of the MOSFETS tmattie diodes at the input of the
circuit. The interaction of these circuits with BRtices further investigation.

This simulation provides strong evidence as to @iy RF requires a larger
amount of power than pulsed RF to cause errorsriaia digital electronics. If a CW RF
signal was injected into a device, the output ga@tevould only show a bias shift as in the
previous discussion. A larger amplitude CW sigmalild be required to shift the low
frequency voltage at the output of the first stige point of the switching voltage to
cause the device to switch. From these figuregsamesurmise that the termination of the
RF pulse, which has induced a DC voltage abovsulitehing voltage of the logic circuit,
will switch the device causing an erroneous sigm@ropagate through the logic.

Sweeping the RF amplitude from 2.0 volts to 3.@Hsy the bias shifts due to the
RF and the periods of latent latching are morendisin Figure 44. Latent latching begins
when the RF amplitude is at 2.75 volts. If thetsling voltage for the inverter was at 1
volt, the RF amplitude to induce an output voltage shift to cause a state change would
have to be 3.75 volts. Assuming a 50 ohm transomsme, the RF power increase

required to cause an effect would be approximéeli3.
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Figure 41. Comparison of the effects an injectedsijRal at (a) the input of a
model and (b) the output of the first stage of a&tVE& circuit. The top picture
is of the RF signal (blue) and the mean of the RB@(red) as seen through a
low-pass filter. The lower picture uses the mehthe RF signal as stimulus
(blue) and also shows the mean as seen through-pass filter (red).

(@) (b)

Figure 42. Comparison of the effects an injectedsiRfRal at (a) the output of
the second stage and (b) the output of the inveftan ALVC circuit. The top
picture is of the RF signal (blue) and the meathef RF pulse (red) as seen
through a low-pass filter. The lower picture uies mean of the RF signal as
stimulus (blue) and also shows the mean as seeughra low-pass filter (red).
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Figure 43. Circuit diagram for the waveforms witlF Rtimulus in Figure 41
and Figure 42. The circuit diagram for the DC wavefs is similar but
replaced the RF source with a file input source.

Figure 44. Output voltages of the SPICE circuit eloth Figure 43, which
show for most RF voltages the device going intallh@mnduction after the RF
pulse. The RF pulse is varied in amplitude from t.3.75 volts in 0.25 volt
increments. The RF had a center frequency of 1.@,@Hd a pulse width of
150 ns and was delayed by 10 ns.
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4.4.3.RF Gain

A CMOS inverter with an input bias voltage closdhte switching level will
conduct like a Class-A amplifier. While one of M©S transistors is conducting, the
output of the other transistor will act as an a&ctoad. Over a range of voltages around the
switching voltage, the inverter acts as a linegpldier with high gain [28]. The general

equation for the gain of MOSFET amplifier is gives
A/:_ gm*(ro”Rd) (17)

wheregn, is the transconductance of the MOSFETis the output resistance of the
MOSFET, andRy is the load impedance as seen at the drain.idrcdise, the drain
resistance is the active load of the other MOSHa the input impedance of the next
inverter stage. Since the inverters are buffesedexpect the DC gain of the second and
third inverters to be very high, essentially limgithe bias voltages to these stages to
ground and g The MOSFETs would be expected to be operatirtigain triode regions
limiting the Class-A conduction effect of the dessc

To determine the RF gain in between the CMOS stageluding the effect of the
RF enhancement from input impedance resonanceglaésgnal AC analysis was
performed on the circuit in Figure 43 measuringRirevoltage gain between the input and
output of each inverter stage, and between the spdioutput of all three stages. Figure
45 shows the RF gains when the circuit is biasedarow (0.5 volts) and high (2.5 volts)
logic states and the AC signal was 10 mV.

An amazing gain of almost 20 dB is calculatedStage 2 at 700 MHz in the low
bias case. However, with the accumulation of efieech all threes stages, the peak of —-15
dB near 900 MHz is calculated in the low bias case.

The small-signal transfer functions for all theethcircuits showed drastic changes
as the input voltage was swept from 0 to 3 volith) & huge jump when the input voltage
reached the switching voltage. In the high-biaecthe transfer functions of all three
stages have changed dramatically from the low-daas. The AC transfer curve of the
entire circuit showed a gain of almost 0 dB at 1GHhis simulation shows the potential
of no RF loss between the CMOS inverters at ceftaguencies.
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Figure 45. The AC gain between the first stagepsectage, third stage, and
the entire CMOS inverter for (a) low logic statbi@s = 0.5 volts) and (b) high
logic state (vbias = 2.5 volts).

4.4 .4.Relaxation Oscillations

In Section 3.3.4, the ALVC CMOS inverter showed koequency oscillations
referenced as relaxation oscillations. The frequerf the RF signal in that experiment
was slightly above the zero-bias resonant frequehtlye input impedance. Figure 46 is a
basic circuit diagram of the LVC circuit containiagingle ESD diode from ground to the
signal line and inductors at the input, to the posupply voltage and to ground. The
PSPICE input impedance resonance was calculatesl 888 MHz. An RF injection
frequency of 850 MHz was arbitrarily chosen fostiimulation. For an RF amplitude of
1.5 volts, the filtered input and output voltagé&igure 47 shows the distinct sawtooth
waveform of the relaxation oscillations. With iaasing RF amplitude in this simulation,
the magnitude of the relaxation oscillations insezhand the frequency of the sawtooth
waveform varied. Several simulations have showhttf@inductance from the anode of
the ESD diode and source of the NMOS circuits tmgd seems to be a critical component

in causing this effect.
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Figure 46. PSPICE circuit of LVC CMOS inverter, whisimulated relaxation
oscillations as seen in Figure 47.

Figure 47. PSPICE simulation output of a LVC tydecwcuit showing the
induced RF at the input with relaxation oscillasand a bias shift at the output
including relaxation oscillations and latent latadi
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CHAPTER 5 CONCLUSION AND FUTURE WORK
5.1.Conclusion

This thesis focused on the effects of RF pulsedigital electronics. The following
is a summary on each of the major points in thetens.

The theory of the common circuit elements foun@MOS inverters was described
in Chapter 2. The input circuit of CMOS invertersludes the ESD protection circuits,
which consist of at least one diode or p-n junctidnseries expansion of the ideal diode
model showed that the second-order term produceslaned DC voltage. The amplitude
of the induced voltage is dependent on the saturatirrent of the diode, the video
resistance in the diode, the RF amplitude, andbtetimpedance as seen by the diode.
Bandwidth considerations for signal detection am@surements were discussed from a
frequency point of view and how it should be applie measurements.

The equations describing the operation of CMO@rirers indicate the switching
voltages of the devices are dependent on the pewpgly voltage and characteristics of the
MOSFETS. Logic circuits are also known to have f@ots with logic-pulse characteristics
with edges, which are very slow or very fast. Tieguency components of the logic pulse
can cause oscillations to occur leading to operatistability. Circuitry added to CMOS
devices such as Schmitt Trigger devices and Bug-Botuitry use additional Inverter
stages to feed back DC voltages, potentially leptbrfeedback loops for RF signal.

Chapter 3 provided details of the results of expental measurements performed
in this research. The circuit setups describedwsed for a majority of the injection
experiments. Bandwidth considerations were taknaccount when attempting to
measure the induced voltages and finding a methetficiently coupling RF into the
circuits. Loading problems were also discusseulagng a large factor in choosing DC
blocking capacitors and RF chokes. The injectiqgeaments required blocking
capacitors which acted as 50 ohm transmission &h#te injection frequency required
while acting as a high impedance line at lowerdesties. The RF choke had to be such
that the DC pulse with large frequency componeams¢ 100 MHZ) can be measured
while blocking frequencies above 200 MHz. A sugggsnethod for enhancing the
transfer function of the reactive elements wassigaihigh-pass filters in place of DC

blocking capacitors and low-pass filters for RF kas
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The DC and high frequency input port charactessiiere measured for several
families of CMOS inverters including the AHC, AHCHC, HCT, LVC, ALVC, LVC,
and LVX. The IV relations for several CMOS invesg@avere used to determine the
existence of a diode type device located at thetiapthe circuits of interest. The DC
diode characteristics were extracted using a semsitultimeter and used to determine the
saturation current and ideality coefficient. Voktadependent input impedance resonances
were found in all of these devices, which variedaw00 MHz with a change in voltage
corresponding to a low logic state to a high Isjate. A method to measure and calculate
the high frequency capacitance of the variablgymation capacitance was discussed and
used to incorporate the values into SPICE models.

The results from threshold power injection expernits on several families of logic
circuits showed that low powered RF pulses (dowd dBm) could cause state changes.
The CMOS logic families tested included AC, ACT, @8HAHCT, HC, HCT, ALVC,

LVC, LCX, LVX, and VHC. A 1/f relation in the 1-6 GHz range was observed in the
required power for most of these circuits. Opapower supply voltages showed a
direct correlation to the switching voltage anduieed threshold hold power levels.
Changes in power supply voltages showed a chanffe @B to cause effects. Input bias
levels also played a role in the threshold poweeltefor CMOS inverters affecting the
susceptibility of a circuit. A change in input logtate change showed a difference up to
20 dB in RF power to cause effects between lowtagia logic levels. In some cases, state
changes were never observed.

Changes in the power supply current corresponiitige state changes output
voltage bias shifts in CMOS inverters were measui@tese shifts indicated regions of
input bias levels where the MOSFETS of the inveregrter into Class A conduction
operation leading to larger RF gains. The incréd&¥e gains of the MOSFETS also
correspond to large variations in the Miller capamtes of the devices potentially affecting
the rectification sensitivity of the ESD diodes dhd observed input impedance resonance
frequency.

RF feedthrough and gain were measured at the tsuppthe HCT and LCX

devices. The amplitude of the RF measured in tiygub waveforms depended on RF
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amplitude and input bias voltage. RF gains up d@ 2vere measured in the HCT device
and 3 dB in the LCX inverter.

Different circuits showed different respondesuéspd RF signals. Depending on
the circuit and the input bias, devices showedckigtate changes during the RF pulse,
output voltage bias shifts during the pulse, lolgstate changes after the termination of the
RF pulse, or no response at all. With circuitssihg state changes during and after the
RF pulse, output voltages were shown to potentsadligch the inverters longer than the
pulse width of the injected RF signal. This lattthing was also observed in devices that
only showed output voltage bias shifts during tirepRlise. Latent latching corresponded
to the induced voltage level and RC time constatiteainput of the device, keeping the
device switched until the input voltage droppedbethe switching point of the device.

Freguency domain measurements during injectioeraxents indicated excited
circuit resonances occurred. The fundamental &eqy several of its harmonics, low-
frequency signals and the IM products of all thegeaals were recorded at different power
levels during the experiment. Induced oscillatis@se also observed in the time domain,
which were seen as sawtooth waveforms at the spdibutput of the devices measured.

Chapter 4 discussed the results of simple sinauatircuits designed in PSPICE
modeling the effects observed for the CMOS invertBtock diagrams of the ESD
protection circuit topology in data sheets of taeaus devices were used as the basis for
input circuits of the simulation models. Diode ratsdwere created based on extracted DC
and high frequency characteristics. The resonameasured in the input impedances of
CMOS inverters were reproduced using models ofdtaig in series with variable
capacitors. The inductances were attributed tdtmeling wires measured in the 4-8 nH
range. The p-n junctions of the ESD protectionuwts were the sources of voltage
dependent capacitances, which caused the reseaguehcies to shift up by 200 MHz as
the input bias shift from a low logic level to ghilogic level. A simulation model of the
input impedance of the ALVC CMOS inverter takingpiaccount various parasitic
elements gave very good agreement to measurefodagésonance shifts from a low bias
input to a high bias input.

To determine the accuracy of the RF signal to D®&version, rectification drive

curves were simulated. The parasitic elementsetircuits for the LVX and ACT CMOS
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inverters were modified until good agreement wadertzetween the simulation and
measured data.

State changes due to induced rectification ainget were observed in simulation
circuits where the bonding wire inductance forgheund and \y pin did affect RF
rectification. Circuits without an inductor at thisiction showed RF gain due to resonance,
RF signal rectification and a state change inalgelcircuit corresponding to the injected
RF pulse. However, when the ground angdilductance was a factor and used as
components in simulation circuits, output voltaggskshifts, latent latching and relaxation
oscillations were all found to be modeled by creabutput voltage waveforms predicting
behaviors observed in the measured RF injectioeraxents. The bias shifts in the output
voltage during RF pulsed signals that also shoantdatching after the RF pulse
terminated gave evidence as to why threshold péevets for RF pulse modulated signals
to cause effects in circuits can be from 3-10 di8 khan the threshold power levels for CW
RF signals.

The AC gain was also calculated using a CMOS ttivaoich demonstrated the
input bias has an effect on the RF transfer cuntesch stage of the inverter as well as the
entire circuit. Depending on the input logic stael the frequency, the RF was shown to
potentially pass through a circuit with little ar attenuation.

Theoretical analysis, measurements and simulatiane shown that the most
sensitive rectification elements in logic circuare the ESD protection elements. With RF
amplitude enhancement from input impedance res@sanmluced voltages from ESD
diodes, RF feed through, exciting parasitic circegonances, low-powered pulsed RF

signals have been shown to be able to affect threacmperation of digital electronics.
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5.2.Considerations for Future Work

This section contains some ideas for follow-umaref research based on the
findings in this paper. Because of the breadtiisfsubject with so many different
avenues of research that can be explored, theniolipare just some major tasks that could
be considered.

A Cascade RF probe station has been setup feh#racterization of ESD
protection ggNMOS and two-stage inverter desighealigh MOSIS (Figure 48). The on-
chip probing will eliminate the effects of the pagle parasitic elements. RF injection will
also be performed to determine the rectificatiditiehcy of the ESD ggNMOS.
Additional commonly used ESD topologies could bsigieed through MOSIS and
modeled to evaluate the susceptibility of thesecdsy A comparison between inverters
with and without ESD protection circuits could als®done to determine the rectification
sensitivity between the different circuits.

As a follow-up to the experiments performed byKeally in [86], the packages of
COTS CMOS inverters could be removed to exposetaenal circuitry. By using the
Focused lon Beam (FIB) at the University of Marglaimjection and port characteristic
testing could be performed at different stagesevbdvering different portions of the ESD

protection devices from the main inverter circuit.

Figure 48. MOSIS chip designed to test S-parameteEESD structures and to
use in RF injection experiments.
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Since the lumped element circuits showed verylaimoharacteristics as the
measurements, building models and performing sitiomisin HSPICE or other high
frequency circuit simulation package would be thetrstep in modeling these effects. A
more complete analysis can be performed in calogléiigh frequency effects such as
power reflections and potential points of radiation

RF injection experiments using chaotic or widebamodiulated waveform should
also be considered. Initial testing showed veonpsing results in causing state changes
and exciting a wide range of resonances. Thesstypsignals could excite a wide variety
of input resonances affecting more than one tygrofit. With the aspects of RF gain
and feedthrough, a signal covering a very larggueacy range will have more of a chance
of causing an effect.

Based on all the findings here, one very larga afgesearch could be to determine
the probabilities to cause errors in large systefegrcuits. Using the basis of different
pulse characteristics of interfering signals, thertg issues of latent latching, logic states
of the devices under test, and the potential aieidy oscillations the rate of failure or
errors could be calculated to determine suscejpyibihd rate of errors regarding all types

of electromagnetic interference.
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Appendix A. RF Injection Testing on Computer DRAM

Initial RF injection testing was performed intolatel Neptune-ISA chipset 90
MHz CPU computer with 33 MHz Dynamic Random Acde&snory (DRAM) as a
memory checking program was running simultaneouslye DRAM memory stick
consisted of six 20-pin Panasonic 424100 4 Mbyt&BMRnemory modules with the pin

layouts as shown in Figure Al.

Figure A1. The pin layout of the 424100 4Mbyte DRAMmory module used
in RF injection testing [1].

The source of RF was a HP 83731B signal generatorected to a HP 83020A RF
amplifier. The RF signals were coupled into theADRchip by using a DC blocking
capacitor in series with a stripped piece of cdavasle soldered to the pins of the memory
module. A Tektronix P6243 FET Probe attachedTeldronix TDS 620B Oscilloscope
was used to measure the logic and RF induced edltag the RAS pin of the Panasonic
424100 DRAM memory module. A block diagram of #etup for the RF injection
experiments is shown in Figure A2.

The computer consisted of a motherboard, a flopmeda VGA video card and
the single DRAM memory stick. A program, MEMTEST@&@signed to detect errors in

the operations of computer memory, was used tomete the effects of RF injection into
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Figure A2. The block diagram of the layout for tR€ injection experiment

into a Panasonic 424100 DRAM memory module.
the DRAM module [28]. The program works by tempibyavriting a series of "0’s” and
“1's” to different locations in the memory moduémd then reads back the data words to
determine if any of the memory blocks had beenupded. Any errors encountered were
reported to the monitor displaying the test, whias currently running, and the location in
the memory where the error occurred.

The memory module has several different pins a@ssatwith the functionality of
the device, particularly the write enable pin (/\ViBe input data pin (D), the output data
pin (Q), the row-address strobe (/RAS), the coliaddress strobe (/CAS), the address pins
(A0-A10), the ground pin (GND), and the power syguh (VCC). All of these pins were
tested for susceptibility to RF, which demonstratexiRAS pin was more susceptible than
the other pins by almost 15 dBm. The power supplyand clock pins were the most
robust of all the pins tested and showed no effeBf power levels up to 25 dBm.
Injections into the RAS pin were used for the ekpents described below.

Continuous wave (CW) RF signals were injected DRAM memory module over

a range of frequencies and increasing the powet letil an error was detected. Power
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threshold tests were performed using the on-s@gen reporting of MEMTEST 86 as an
indicator to bit upset. The RF power levels waeased incrementally until a series of
errors appeared on the monitor, the monitor beggriayed unusual characters hiding the
diagnostics reported by MEMTEST 86, or the systesuld/not respond to external
stimulus and required a reboot of the computeumation normally.

Voltage measurements taken at the RAS pin durthgnfection demonstrated
voltage bias shifts of the digital logic voltagesdls. An experiment with CW RF with a
frequency of duty factor of 50% and pulse widtli160 ns injected into the RAS pin
demonstrated a +1 volt bias shift from the lowestatd a -1 volt bias shift from the high
state as seen during a data pulse (Figure A3).mdasurement also showed a sinusoidal
signal coupled onto the induced voltage, whichd&@quency corresponding to the 33
MHz clock frequency of the memory module.

For a comparison to the effect of pulse modulating RF signal was modulated

with a duty factor of 50%, a pulse width of 150 kegping the frequency at 1.965 GHz,

Figure A3. The input voltage measured at the RAB(plue) before and (red)
after an injected CW signal with a frequency of6E%Hz and a power level
of 26.0 dBm showing an induced bias shift due s R signal. The induced
voltage shifted the logic levels by one volt in tbe and high logic states and
also had the 33 MHz clock signal of the memory ntedtouple onto the
voltage line.
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but raising the power level to 29.4 dBm. The meas@nt of the voltage on the RAS pin
clearly shows the induced voltage shifts tenddaktaore susceptible to coupling noise
into the system, as seen in the CW injection erpamt (Figure A4).

For a final comparison between CW and pulsed méellBF signals, power
threshold curves were measured over the frequamgerof 1.0-2.2 GHz. As shown in
Figure A5, the average values for the power requiecause an upset between CW
(green) and the 50% duty factor, 150 ns pulse-wpdike modulated RF signal (cyan)
shows the power required for the pulse modulatgabsiwas 7-10 dBm lower than the CW
case. The amplifier reached its power limitatitovghe CW injection experiment for 2.0-

2.2 GHz and no data was recorded.

Figure A4. The voltage seen on the RAS pin of aaBanic 424100 DRAM
memory module when a pulsed RF signal at 1.965 @ittz a power level of
29.4 dBm, a duty factor of 50% and pulse width & hs was injected into the
pin. The measurement distinctly shows the logitsgmi compared to the RF
induced voltages, which are coupled with the 33 Mitzmory clock signal.
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Figure A5. A plot comparing the threshold powerelsvof (red) CW and (dark
blue) pulsed RF signals, which caused errors ira@aBonic 424100 DRAM

memory module. The pulse modulation had a 50% tattor with a pulse

width of 150 ns. Third order polynomial fits ars@kshown for CW (green) and
pulsed RF (cyan) signals to approximate the averafdhe threshold power
levels. The amplifier reached the power limitasidar the CW case for 2GHz
and above, thus no data was recorded.
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Appendix B. 1-V Characteristics of Inputs and Outputs for Various Digital

Families

The |-V characteristics of the 74HC04, 74HCTO04ARL04, and 74AHCTO04 were
measured on a HP4145B Semiconductor Parameter ZamalfFour measurements were
taken with the first port acting as the voltageerehce: ground to input, input to Vdd,
ground to output, and output tgV The HP4145B had the upper and lower currentdimi

set to +/- 507A, respectively.

Figure B 1. Input and output I-V characteristics TdHCO04.

Figure B 2.Input and output I-V characteristics TdHCTO04.
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Figure B 3. Input and output I-V characteristice TdAHCO04.

Figure B 4. Input and output I-V characteristics TdAHCTO04.
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Appendix C. Input impedance of various CMOS Inverters

(@)

(b)

Figure C 1. Frequency response of the (a) inpuedapce and (b) phase of the
74HCTO04 CMOS Hex inverter.
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(@)

(b)

Figure C 2. Frequency response of the (a) inppetlance and (b) phase of the
74ALVC04 CMOS Hex inverter.
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(@)

(b)
Figure C 3. Frequency response of the (a) inpuedapce and (b) phase of the
74LVC04 CMOS Hex inverter.
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(@)

(b)

Figure C 4.Frequency response of the (a) input ifapee and (b) phase of the
74LVX04 CMOS Hex inverter.
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Appendix D. Threshold Power Levels for Various Digital Circuit Families

The following graphs are the power threshold le¥elcause a state change in the
associated CMOS inverter. The input of the cirass biased with the nominal output DC
levels for the low (V) and high (\4) states to simulate the voltages seen by a previou
stage. Where only one curve is shown for a dewicly the voltage indicated state
changes with injected pulsed RF signals. The tptofer level for the amplifier used was
+30 dBm. The curves reaching +30dBm are indicatweghreshold for the amplifier and
not a state change. The RF signal has a pulsé vidtO0 ns and a PRI of 1.0 ms. The
periodic fluctuations found in all the curves is@dated with the mismatch of the injection
coaxial junction and the input impedance of the DUT

Figure D 1. Threshold power levels for the 74ACOihvihe input biased to
Vol = 0.5V (blue) and Vdd = 5V. The RF pulse haguse width of 100 ns
and a PRI=1.0ms.
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Figure D2. Threshold power levels for the 74ACTO#hwthe input biased to
Vol = 0.4V (blue) and Vdd = 5V. The RF pulse haguse width of 100 ns
and a PRI=1.0ms.

Figure D3. Threshold power levels for the 74AH®@t the input biased to
Voh = 0.5V (red) and Vdd = 5V. The RF pulse haause width of 100 ns and
a PRI=1.0ms.
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Figure D4. Threshold power levels for the 74AHCTth the input biased to
Vol = 0.4V (blue), Voh = 2.4V (red), and Vdd = 3.3VThe RF pulse had a
pulse width of 100 ns and a PRI=1.0ms.

Figure D5. Threshold power levels for the 74HCO04hwthe input biased to
Voh = 4.44V (red) and Vdd = 5V. The RF pulse hgouése width of 100 ns
and a PRI=1.0ms.

77



Figure D6. Threshold power levels for the 74HCTO#thwhe input biased to
Vol = 0.4V (blue), Voh = 2.4V (red), and Vdd = 5\he RF pulse had a pulse
width of 100 ns and a PRI=1.0ms.

Figure D7. Threshold power levels for the 74ALVGOith the input biased to
Vol = 0.1V (blue), Voh = 3.2 V (red), and Vdd = ¥.3 The RF pulse had a
pulse width of 100 ns and a PRI=1.0ms.
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Figure D8. Threshold power levels for the 74LVGRidh the input biased to
Vol = 0.4V (blue), Voh = 2.4V (red), and Vdd = 3.3VThe RF pulse had a
pulse width of 100 ns and a PRI=1.0ms.

Figure D9. Threshold power levels for the 74LCX0#hwthe input biased to
Voh = 2.4V (red) and Vdd = 3.3V. The RF pulse lagulse width of 100 ns
and a PRI=1.0ms.
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Figure D10. Threshold power levels for the 74LVX0ith the input biased to
Voh = 3.2V (red) and Vdd = 5V. The RF pulse hgmuse width of 100 ns and
a PRI=1.0ms.

Figure D11. Threshold power levels for the 74VHQ@(@th the input biased to
Vol = OV (blue), Voh = 3.3V (red), and Vdd = 5\The RF pulse had a pulse
width of 100 ns and a PRI=1.0ms.
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Appendix E. Drive Curve for ACT Device

(@)

(b)

Figure E 1. (a) Drive curve for the ACT CMOS inwsrand (b) the PSPICE
circuit diagram used for the drive curve simulation
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Appendix F. CMOS Inverter Characteristics

The following tables are parameters collectedafothe CMOS inverter logic
families considered in this thesis. The circuitgpaeter data was taken from
manufacturer’s datasheets. The ‘High Level Suddepand ‘Low Level Susceptible’
values were extracted from the threshold powespioAppendix D. The Highest
Susceptible Frequency (HSF) is the highest frequeiere effects were observed. The
Lowest Susceptible Frequency (LSF) is the lowesjifency where effects were observed.
The Lowest/Highest Susceptible Power Level (LSPISPL) was the smallest/largest
power level recorded that caused an effect. ligje@xperiments were reaching the power
out limit of the RF amplifier where power levelslicated 32 dBm for a threshold power
level. The power level as recorded from as theaigenerator power level + 30 dB of
amplifier gain. The LCX and LVX were tested ut&Hz. All other devices were tested
to 5 GHz.

82



Table E 1. Parameter table for the AC, ACT, AH@] &HCT logic families.

Logic Family AC ACT AHC AHCT

ESD Components

Signal to Ve In-line resitance, gate In-line resitance, _gate grounded and boot
N/A N/A grounded and boot strapped mosfet in cascode

Ground to Signal L_\/_TSCR - low voltage LVT_S_CR_— low vpltage silicon controlled

silicon controlled rectifier, line resistance, and gate

Characteristics Min | Typ [Max Min [ryp Max |Min [Typ Max Min Typ Max

Vcce 3 [ 45| 55145 5.5 2 4.5 5.5 4.5 5 5.5

Vil (max) 0.9 [1.35] 1.65 0.8 0.5 0.9 1.65 0.8

Vih (min) 2.1 [3.15] 3.85 2 15 2.1 3.85 2 2

Vol [V] 01]01]01]0.1 0.1 ] 0.002] 0.001] 0.001 0.1 0.36

Voh [V] 29| 44| 54144]101]154] 29 4.4 5.4 3.94 4.5

Vit 1.5 | 2.25] 2.75 1.4

dt/dv [ns/V] (rise/fall) 10 8 | 10 20 100 20 100

Input capacitance [pF] 4.5 4.5 2.8 10 3 10

High Input Susceptible? No No Yes Yes

HSF [GHz] 4 4.7

LSF [GHZ] 1 1

HSPL [dBm]* 32 32

LSPL [dBm]* 12 18

Low Input Susceptible? Yes Yes No Yes

HSF [GHZ] 2.25 4.2 3.75

LSF [GHZ] 1 1 1

HSPL [dBm]* 32 32 32

LSPL [dBm]* 15 7.5 5
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Table E 2. Parameter table for the ALVC, HC, H@fd LCX logic families.

Logic Family ALVC HC HCT LCX
ESD Components
Sianal to V. Zener, in line resitance, Diffused diode resistor, also

'gnai to vee back to back zener diodes |Diffused diode resistor Jtwo stages of inverters N/A

Ground to Signal

Zener, in line resitance,

back to back zener diodes |Diode Diode Diode and other
Characteristics Min Typ Max | Min | Typ [Max Min Typ Max Min [Typ  Max
Vce 1.65 2.3 3.6 2 4.6 6 4.5 5.5 2 3.6
Vil (max) 0.35*Vce| 0.7 0.8 0.3 0.9 1.2 0.8 0.8 0.8 0.7 0.8
Vih (min) 0.65*vee| 1.7 2 15 3.15 4.2 2 2 2 1.7 2
Vol [V] 0.45 0.7 0.55 0.1 0.1 0.1 0.2 0.26 0.2 0.4 0.6
Voh [V] Vce-0.2 1.7 2.4 1.9 4.5 5.9 3.84 3.98 1.8 2.2 2.4
Vit 1.4 2.25 3 1.4
dt/dv [ns/V] (rise/fall) 5 400 500 | 1000 125 500 10
Input capacitance [pF] 3.5 4 10 5 10 7
High Input Susceptible? Yes Yes Yes Yes**
HSF [GHZ] 4.5 2.25 5 6
LSF [GHZ] 1 1 1 1
HSPL [dBm]* 32 32 32 30
LSPL [dBm]* 3.1 21 18 3
Low Input Susceptible? Yes No Yes No
HSF [GHZ] 4.8 5
LSF [GHZ] 1 1
HSPL [dBm]* 32 22
LSPL [dBm]* 5 2
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Table E 3. Parameter table for the LVC, LVX, MdC logic families.

Logic Family LVC LVX VHC
ESD Components
Signal to Vce In line resitance, back to Inline resistance, and gate
back zener diodes N/A grounded mosfet

. Zener, in line resitance, Diode, in-line resistance
Ground to Signal back to back zener N/A and gate grounded mosfet
Characteristics Min | Typ | Max [Min [ryp Max | Min Typ Max
Vce 1.65 3.6 2] 3| 36 2 5.5
Vil (max) 0.8 0.5/ 0.8] 0.8 0.5 ]0.3*Vce| 0.3*Vee
Vih (min) 2 15] 2 | 24 1.5 |0.7*Vcc] 0.7*Vce
Vol [V] 0.2 1.9]29[258] 0.1 0.1 0.1
Voh [V] Vee-0.2] 1.2 1.7 10.110.110.36] 1.9 2.9 4.4
Vit 15
dt/dv [ns/V] (rise/fall) 5/10 0 100 100 20
Input capacitance [pF] 5 4 | 10 4 10
High Input Susceptible? Yes Yes** Yes
HSF [GHZ] 4.3 6 4.2
LSF [GHZz] 1 1 1
HSPL [dBm]* 32 24 32
LSPL [dBm]* 8 4 20
Low Input Susceptible? Yes No Yes
HSF [GHZ] 4.75 5
LSF [GHZz] 1 1
HSPL [dBm]* 32 25
LSPL [dBm]* 11 7

85



[1]

[2]

[3]

[4]

[5]

[6]

[7]

[8]

[9]

[10]

[11]

[12]

BIBLIOGRAPHY
J. G. Tront, “Predicting URF Upset of MOSFET Digi@’s”, IEEE Transactions
on Electromagnetic Compatibility, Volume. EMC-27.\2, May 1985.
J-J. Laurin, “EMI-Induced Failures in Digital Systs”, University of Toronto,
Toronto, Canada, 1991.
J. G. Sketoe, “Integrated Circuit Electromagneticniunity Handbook”, Boeing
Information Space and Defense Systems, Seattle, AMéuist 2000.
R. E. Richardson, V. G. Puglielli, R. A. Amadoilitrowave Interference Effect
in Bipolar Transistors”, IEEE Transactions on Hieatagnetic Compatibility,
Volume. EMC-17, No. 4, November 1975.
R. E. Richardson, Jr., “Modeling of Low-Level Réctation RFI in Bipolar
Circuitry”, IEEE Transactions on Electromagneticn@atibility, Volume. EMC-
21, No. 4, November 1979.
M. L. Forcier and R. E. Richardson, Jr., “MicroweRectification RFI Response in
Field-Effect Transistors”, IEEE Transactions ondiiemagnetic Compatibility,
Volume. EMC-21, No. 4, November 1979.
R. E. Richardson, Jr., “Quiescent Operating Pdhift $ Bipolar Transistor s with
AC Excitation,” IEEE Journal of Solid State Cir@jivvolume SC-14, No. 6,
December 1979.
D. J. Kenneally, G. O. Head, and S. C. AndersoMI“Boise Susceptibility of
ESD Protect Buffers in Selected MOS Devices”, Pri€&E International
Conference on EMC, Wakefield, MA, August 1985.
D. J. Kenneally, D. S. Koellen, S. Epshstein, “Rpset Susceptibility of CMOS
and Low Power Schottky D-Type, Flip-Flops”, IEEBB®National Symposium on
Electromagnetic Compatibility, May 1989.
D. J. Kenneally, D. D. Wilson, S. Epshstein, “RFs&pSusceptibility of CMOS
and Low Power Schottky 4-Bit Comparators”, IEEE @ 9&ational Symposium on
Electromagnetic Compatibility, August 1990.
P. R. Gray, P. J. Hurst, S. H. Lewis, and R. G. dgfAnalysis and Design of
Analog Integrated Circuits”, John Wiley & Sons, Indew York, 2001.
S. Marum, Email correspondence, Texas Instrumbftas;h, 2003.

86



[13]

[14]
[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]
[25]

[26]

[27]

[28]

[29]

Z. Dilli and N. Goldsman, Permission to use thistplgraph from a MOSIS circuit
of their design, University of Maryland, Januar@2a.

S. Dabral, T. Maloney, “Basic ESD and I/O DesigWiley, New York, NY, 1998.
D. M. Pozar, “Microwave Engineering”, John WileySbns, Inc., New York,
1998.

R. E. Ziemer, W. H. Tranter, D. R. Fannin, “Sigaatl Systems — Continuous and
Discrete”, Prentice Hall, Upper Saddle River, N\dR&.

R. F. Pierret, “Semiconductor Device Fundament@gison-Wesley Publishing
Company, Inc., Reading, Massachusetts, March 1996.

R. J. Baker, H. W. Li, and D. E. Boyce, “CMOS citalesign, layout, and
simulation”, IEEE Press, New York, 1997.

R. E. Funk, “Understanding Buffered and Unbuffe@fadxxxB Series —
Application Report SCHA004”, Texas Instruments, 200

Haseloff, Eilhard, “Bus-Hold Circuit — ApplicatidReport SCLA015", Texas
Instruments, 2001.

Forstner, Peter, “Low-Voltage-Logic-Families Apption Report SCVAEO1A”,
Texas Instruments, 1997.

74LCX04 Low Voltage Hex Inverter with 5V Toleramiguts Datasheet Fairchild
Semiconductor, 2001

VHC/VHCT Description and Family CharacteristicsjrElaild Semiconductor
1999.

HC/HCT User Guide Production Specification Philgemiconductor 1997.
“Advanced High-Speed CMOS (AHC) Logic Family Apglton Report
SCAAO034C”, Texas Instruments, 2002.

“LVT (Low Voltage Technology) and ALVT (Advanced L Application Note
AN243”, Philips Semiconductor,1998.

W. Lawler, BICMOS12.slb, MOSIS using the 2.0 mic@rbit process,

http://www.ee.umd.edu/newcomb/bicmosis.hiarch, 1998.

P. Horowitz and W. Hill, “The Art of ElectronicsGambridge University Press,
New York, 1989.

“Memtest86 - A Stand-alone Memory Diagnostittp://www.memtest86.com/

87



